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[bookmark: _Toc6911719][bookmark: _Toc6911817][bookmark: _Toc146294294]Introduction
This document details the specification have to be followed by banks to use the NPCI BASE Platform. It provides the details of API format & File Formats which is used to connect with BASE.
1.1 [bookmark: _Toc146294295]Project Background
Aadhaar seeding is a process of customer linking the Aadhaar number to the bank account and then seed the Aadhaar number in NPCI mapper.  Currently at the bank end this process is primarily carried out using physical request form and semi-automated process.  In order to facilitate a DBT beneficiary to manage the seeding process seamlessly and be in control of the account to which the benefits shall flow it has been decided to set up platform by name “Bharath Aadhaar Seeding Enabler” from now on referred as ‘BASE’.
BASE shall be the interface between various channels through which Aadhaar seeding request can be raised, NPCI mapper and the banks.  The platform will use various APIs for the eco system to communicate online/offline for seeding requests.  
Though the online mode of request handling is the desirable option the platform shall provide option for consolidating and sending the seeding requests in batch mode so that all the banks participating in NACH will be enabled for the customers to send their request without physically visiting the branch. 
1.2 [bookmark: _Toc146294296]Objectives
To integrate NPCI Mapper with BASE system to facilitate customer for ease, transparent Aadhaar seeding process in convenient mode.
1.3 [bookmark: _Toc146294297]Scope
The scope of this document is to provide the detail information regarding BASE system, the communication protocol between NPCI and participating member banks, API specification, message signing method and other technical details required to integrate with BASE system.



[bookmark: _Toc343957559][bookmark: _Toc330543822][bookmark: _Toc330556620][bookmark: _Toc330563610][bookmark: _Toc330589415][bookmark: _Toc330543823][bookmark: _Toc330556621][bookmark: _Toc330563611][bookmark: _Toc330589416][bookmark: _Toc330543824][bookmark: _Toc330556622][bookmark: _Toc330563612][bookmark: _Toc330589417][bookmark: _Toc330543825][bookmark: _Toc330556623][bookmark: _Toc330563613][bookmark: _Toc330589418][bookmark: _Toc330543826][bookmark: _Toc330556624][bookmark: _Toc330563614][bookmark: _Toc330589419][bookmark: _Toc330543827][bookmark: _Toc330556625][bookmark: _Toc330563615][bookmark: _Toc330589420][bookmark: _Toc330543828][bookmark: _Toc330556626][bookmark: _Toc330563616][bookmark: _Toc330589421][bookmark: _Toc330543829][bookmark: _Toc330556627][bookmark: _Toc330563617][bookmark: _Toc330589422][bookmark: _Toc330543830][bookmark: _Toc330556628][bookmark: _Toc330563618][bookmark: _Toc330589423][bookmark: _Toc330543831][bookmark: _Toc330556629][bookmark: _Toc330563619][bookmark: _Toc330589424][bookmark: _Toc330543832][bookmark: _Toc330556630][bookmark: _Toc330563620][bookmark: _Toc330589425][bookmark: _Toc330543833][bookmark: _Toc330556631][bookmark: _Toc330563621][bookmark: _Toc330589426][bookmark: _Toc330543834][bookmark: _Toc330556632][bookmark: _Toc330563622][bookmark: _Toc330589427][bookmark: _Toc330543835][bookmark: _Toc330556633][bookmark: _Toc330563623][bookmark: _Toc330589428][bookmark: _Toc330543836][bookmark: _Toc330556634][bookmark: _Toc330563624][bookmark: _Toc330589429][bookmark: _Toc330543837][bookmark: _Toc330556635][bookmark: _Toc330563625][bookmark: _Toc330589430][bookmark: _Toc146294298]BASE Online Flow
[bookmark: _Toc330543840][bookmark: _Toc330556638][bookmark: _Toc330563628][bookmark: _Toc330589433][bookmark: _Toc330543841][bookmark: _Toc330556639][bookmark: _Toc330563629][bookmark: _Toc330589434]Following is the BASE Online process. Steps This paragraph explains the type of APIs that the bank needs to send and receive from BASE application. 
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Figure 1:Business Flow

Step1: Customer has initiated the request via Corporate Portal i.e. Web Browser (Eg: NPCI Portal, Other Govt Entity) 
Step2: Browser has redirected the user to Aadhaar Seeding Platform where he enters Aadhaar Number along with required details.
Step3: Seeding Platform will forward that request to UIDAI for Customer Authentication via OTP generation
Step4: UIDAI will generate the OTP and send it to Customer for Authentication
Step5: Customer will enter the OTP for Authentication
Step6: Seeding Platform will forward that OTP to UIDAI for Verification 
Step7: UIDAI sends response for OTP Verification. If the request is not authenticated by UIDAI then the flow ends here by showing the error message in Corporate Portal.
Step8: Once it is successfully authenticated, then the seeding platform will call Aadhaar Status API to Aadhaar Mapper
Step9: Aadhaar Mapper will provide the details of Bank IIN mapped to that Aadhaar number to process the received request further.
Step10: Seeding Platform will send seeding request to respective bank for further processing
Step11: Bank will acknowledge the request received from Seeding Platform. If account is not applicable for seeding process, then Step 12 and proceed Step 13
Step12:  If account is applicable for seeding, then bank will trigger the Aadhaar Seeding API to Aadhaar Mapper & get the response from Mapper.
Step13: Bank will respond to the seeding request /Bank will send status update of seeding request within SLA(Configurable)
Step14: Seeding Platform will acknowledge the seeding response received for initial seeding request/ seeding response received for update status
Step 15: Seeding Platform in turn display the response to BASE Web Page where customer can view the response  
[bookmark: _Toc1579370][bookmark: _Toc146294299]Communication Channel
1.4 [bookmark: _Toc1579371][bookmark: _Toc146294300]Channel Encryption Details 
BASE network communication channel should be encrypted and secured to maintain the secrecy, integrity and eligibility of the data travelling through the medium.
Banks need to exchange the RSA public keys with NPCI as demonstrated in below figure.
[image: ]

1.5 [bookmark: _Toc146294301][bookmark: _Toc1579372]Digital Certificate Format 
· Eg: (base.npci.org.in) server dns name should match with the IP address using in the URL and port should be 443
· We need fully qualified domain name certificate from authorized CA Class II or III.(Main,Intermediate,root)
· It should Not be wildcards or self-signed in certificate.
1.6 [bookmark: _Toc44599173][bookmark: _Toc146294302]Signing & Encryption
· BASE(Source) to Bank (Destination) – Request 
· Encryption will be done using the public key of the certificate shared by Destination Bank. 
· Signing Using Private key certificate of the NPCI
· Bank(Destination) to BASE (Source) - Response
· Encryption will be done using the Public Key of the certificate shared by NPCI. 
· Signing Using Private key certificate of Destination Bank
Attributes applicable for encryption are Aadhaar number, Account number, Customer Name, EKYC data and if any other person information.






Algorithms to be used for signing and encryption:
XML Signing: 
DigestMethod.SHA256,http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
Encryption: RSA/ECB/PKCS1Padding

· SSL Handshake protocol will exchange public key certificates to authenticate server & client to each other and it is mandatory.
[bookmark: _Toc44599178][bookmark: _Toc41749703][bookmark: _Toc146294303]API Protocol
[bookmark: _bookmark12]All APIs are exposed as over HTTPS. 
API input data should be sent to the following URL format as XML document using Content-Type “application/xml” .
Following is the URL format for API’s: 
https://<host>/contextpath 
host – API server address (Actual production server address will be provided to members at the time of rollout and all API clients should ensure that actual URL is configurable). 
contextpath – name of the API URL endpoint. 
Note: Actual URLs will be shared at the time of on-boarding process.
Bank has to provide their server dns and ip along with the https URL with port 443
1.7 [bookmark: _Toc146294304]Customer Aadhaar Seeding API-Request (BASE to Desination Bank)
This API request will be initiated by BASE application to Destination Bank once the customer Seeding request is authenticated by UIDAI.
Privilege: Initiated by BASE
API type and format: Asynchronous API & XML format
<base:CustAadhaarSeedingRqst xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2017-10-16T10:02:00" />	
<Source type="CODE" value="BASE" name="" />
<Destination type="CODE" value="XXXX" name="" />
<Request id="SEED56789" type="FRESH" refUrl=""/>
<ReqData>
		<Detail accNo="encryptedaccno" aadhaar="encryptedaadhaar" ifsc="" iin=""  micr="" custConsent="Y"  previousIIN="" filler1="" filler2="" />
<KycRes ret="" code="" txn="" ts="" ttl="" actn="" err="">
	<Rar>base64 encoded fully valid Auth response XML for resident</Rar>
		<UidData uid="" tkn=””>
	<Poi name="" dob="" gender="" />
	<Poa co="" house="" street="" lm="" loc="" vtc="" subdist="" dist="" state="" country="" pc="" po=""/>
	<LData lang="" name="" co="" house="" street="" lm="" loc="" vtc=""	subdist="" dist="" state="" country="" pc="" po=""/>
	<Pht>base64 encoded JPEG photo of the resident</Pht>
	<Prn type="pdf">base64 encoded signed Aadhaar letter for printing</Prn>
				</UidData>
		</KycRes>		
[bookmark: _GoBack]</ReqData>	
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
</base:CustAadhaarSeedingRqst>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	< CustAadhaarSeedingRqst >
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type source short code
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type destination short code
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message element
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Ie FRESH || MOVEMENT|| INACTIVATE
	type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	input data related to the request
	<ReqData>
	1..1

	6.2
	Details of the Input parameters of the request
	<Details>
	1..1

	6.2.1
	Account Number in encrypted form
	accNo
	1..1

	6.2.2
	Aadhaar Number in encrypted form
	aadhaar
	1..1

	6.2.3
	 isfc of user selected bank 
	ifsc
	1..1

	6.2.4
	micr of user selected bank 
	micr
	0..1

	6.2.5
	iin of user selected bank 
	iin
	0..1

	6.2.6
	Customer Consent always ‘Y’
	custConsent
	1..1

	6.2.7
	PreviousIIN of Aadhaar linked
	previousIIN
	1..1

	6.2.8
	Filler 1 – should be left blank 
	filler1
	0..1

	6.2.9
	Filler 2 – should be left blank
	filler2
	0..1

	7.1
	UIDAI ekyc response status
	<KycRes>
	1..1

	7.1.1
	It is either “y” or “n” since bank gets request only when e-kyc authentication is success this will be always "y"
	ret="" 
	1..1

	7.1.2
	unique alphanumeric response code for e-KYC API having maximum length 40. AUA is expected to store this for future reference for handling any disputes as received from UIDAI
	code
	1..1

	7.1.3
	e-KYC API transaction identifier 
	txn 
	1..1

	7.1.4
	Timestamp when the response is generated. This is of type XSD dateTime.
	ts
	1..1

	7.1.5
	“Time To Live” for demographic data within AUA system
	ttl 
	1..1

	7.1.6
	it have specific action codes meant for future purposes to be shown to resident – optional
	actn
	0..1

	7.1.7
	Failure error code. If e-KYC API fails, since bank gets request only when e-kyc authentication is success this will be always empty
	err=""
	0..1

	8.1
	base64 encoded fully valid Auth response XML for resident
	<Rar>
	1..1

	9.1
	This element and its sub-elements contain data of the resident as per UIDAI Aadhaar system.
	<UidData>
	1..1

	9.1.1
	Aadhaar Number as received from UIDAI
	uid
	1..1

	9.1.2
	Agency specific UID token of the resident if any received in UIDAI ekyc response
	tkn
	0..1

	10.1
	element contains resident’s name within UIDAI Aadhaar system
	<Poi>
	1..1

	10.1.1
	Name of the resident
	name
	1..1

	10.1.2
	Date of birth / Year of birth of the resident in DD-MM-YYYY/YYYY format respectively.
	DoB/YoB
	1..1

	10.1.3
	Gender of the resident. Valid values are M (male), F (female), and T(Transgender)
	gender
	1..1

	11.1
	This element contains resident’s address within UIDAI Aadhaar system.
	<Poa>
	1..1

	11.1.1
	“Care of” person’s name if any
	co
	0..1

	11.1.2
	House identifier if any
	house
	0..1

	11.1.3
	Street name if any
	street
	0..1

	11.1.4
	Landmark if any
	lm
	0..1

	11.1.5
	Locality if any
	loc
	0..1

	11.1.6
	Name of village or town or city if any
	vtc
	0..1

	11.1.7
	Sub-District name if any
	subdist
	0..1

	11.1.8
	District name if any
	 dist
	0..1

	11.1.9
	State name if any
	 state
	0..1

	11.1.10
	Country name
	country
	0..1

	11.1.11
	Postal pin code
	pc
	0..1

	11.1.12
	Post Office name if any
	 po
	0..1

	12.1
	This element contains resident’s name and address in local Indian language
	<Ldata>
	0..1

	12.1.1
	Local language code
	lang
	0..1

	12.1.2
	Name of the resident
	name
	0..1

	12.1.3
	“Care of” person’s name if any
	co
	0..1

	12.1.4
	House identifier if any
	house
	0..1

	12.1.5
	Street name if any
	street
	0..1

	12.1.6
	Landmark if any
	lm
	0..1

	12.1.7
	Locality if any
	loc
	0..1

	12.1.8
	Name of village or town or city if any
	vtc
	0..1

	12.1.9
	Sub-District name if any
	subdist
	0..1

	12.1.10
	District name if any
	 dist
	0..1

	12.1.11
	State name if any
	 state
	0..1

	12.1.12
	Country name
	country
	0..1

	12.1.13
	Postal pin code
	pc
	0..1

	12.1.14
	Post Office name if any
	 po
	0..1

	13.1
	This element contains base64 encoded JPEG photo of the resident.
	<Pht>
	0..1

	14.1
	This element contains base64 encoded e-Aadhaar PDF of the resident in line with the XML and according to Limited or Full KYC. This PDF is digitally signed. UID token or virtual ID will not be part of this printable format.
	<Prn>
	0..1

	15.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	15.1.1
	Actual unique value generated by NPCI
	value
	1..1



Note : 
Rar, Ldata, pht and pnr element and its data values come in request only when it is requested by the bank 

All Personal information in Request and response of all the APIs will be in encrypted form only.
1.8 [bookmark: _Toc146294305]ACK/NACK from Bank
HTTP Response 202 should be initiated from bank end once the request is received by bank successfully. Else we consider it as request failed to post at bank endpoint as it is not reachable. So http -202 resp is mandatory
1.9 [bookmark: _Toc146294306]Customer Aadhaar Seeding API-Response( Destination Bank to BASE)
This API response will be initiated by Destination Bank for Customer Aadhaar Seeding Response to BASE application.
Privilege: Initiated by Bank
API type and format: Asynchronous & XML format
<base:CustAadhaarSeedingResp xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2017-10-16T10:02:00" />
<Source type="CODE" value="XXXX" name="" />
<Destination type="CODE" value="BASE" name="" />
	<Request id="123456789" type="FRESH" refUrl=""/>
	<Resp ts="" result="SUCCESS" errCode="" statusCode=""  rejectedBy="" />
	<RespData/>
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa" />
</base:CustAadhaarSeedingResp>


	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	< CustAadhaarSeedingResp>
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type*
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message element
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Ie FRESH || MOVEMENT || INACTIVATE
	Type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	Response of the Message
	<Resp>
	1..1

	6.2
	Time of response from the sender of the message 
	ts
	1..1

	6.2.1
	Result of the request
	result
	1..1

	6.2.2
	Error reason codes for the failure message
	errCode
	1..0

	6.2.3
	Actual rejecter of the message. NPCI or Destination who rejected the message
	rejectedBy
	1..0

	6.2.4
	Statuscode as per seeding operation response
	statusCode
	1..0

	7.1
	Response Data
	RespData
	1..1

	8.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	8.1.1
	Actual unique value generated by NPCI
	value
	1..1





Response result condition is as per below table
	result
	SUCCESS
	SUCCESS

	errorCode
	Blank
	As per NPCI Reason/Error code master

	statusCode
	as per NPCI status code master for seeding operation
	Blank


1.10 [bookmark: _Toc146294307]Customer Aadhaar Seeding API Response-ACK/NACK (BASE to Destination Bank)
This ACK/NACK will be a HTTP Response by BASE to destination bank for Customer Aadhaar Seeding Response.
<base:CustAadhaarSeedingRespAck xmlns:base="http://npci.org/base/schema/" >
 <NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
 <Resp ts="2017-10-16T10:02:00" result="SUCCESS" errCode="" rejectedBy="" /> 
</base:CustAadhaarSeedingRespAck>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	< CustAadhaarSeedingRespAck >
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	2.1.1
	Actual unique value generated by NPCI
	value
	1..1

	3.1
	Response of the Message
	<Resp>
	1..1

	3.1.1
	Time of response from the sender of the message 
	ts
	1..1

	3.1.2
	Result of the request
	result
	1..1

	3.1.3
	Error reason codes for the failure message
	errCode
	0..1

	3.1.4
	Actual rejecter of the message. NPCI or Destination who rejected the message
	rejectedBy
	0..1



1.11 [bookmark: _Toc146294308]AUTH API to GET AUA/KUA License key -Request (BASE to Destination Bank) :
This API request will be initiated by BASE application to Destination Bank whichever bank has opted to share their license keys on real-time though API call when we get the request from end user for their bank.
If the bank was providing there license keys with NPCI at the time of on-boarding, the same  will maintain at BASE application end and use the same whenever we get the user request for that specific bank.
Based on the type value in the request bank has to provide the KUA and AUA values.
Request Type : KYC_AUTH for KYC transaction ac and sa will be the kua's
Request Type : AUTH  for Auth transaction ac and sa will be the aua's
Privilege: Initiated by BASE
API type and format: synchronous API & XML format
</base:AuthRqst> <base:AuthRqst xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2021-10-16T10:02:00" />	
<Source type="CODE" value="BASE" name="" />
<Destination type="CODE" value="XXXX" name="" />
<Request id="auth00001" type="KYC_AUTH" refUrl=""/>
<ReqData>
<Detail aadhaar="XXXX-XXXX-5169" accNo="XXXX-XXXX-4321" custConsent="Y" filler1="" filler2=""  />
</ReqData>	
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
</base:AuthRqst>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	<AuthRqst>
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type shortcode of source
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type short code of destination
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message element
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Ie AUTH || KYC_AUTH
	type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	input data related to the request
	<ReqData>
	1..1

	6.2
	Details of the Input parameters of the request
	<Details>
	1..1

	6.2.1
	Customer Aadhaar number in masked as given in sample
	aadhaar
	1..1

	6.2.2
	Customer Account number in masked as given in sample
	accNo
	1..1

	6.2.3
	Customer consent
	custConsent
	1..1

	6.2.4
	Filler 1 – should be left blank
	filler1
	0..1

	6.2.5
	Filler 2 – should be left blank
	Filler2
	0..1

	7.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	7.1.1
	Actual unique value generated by NPCI
	value
	1..1


1.12 [bookmark: _Toc146294309]AUTH API to GET AUA/KUA License key -Response (Destination Bank to BASE):

API type and format: synchronous API & XML format
<base:AuthResp xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2017-10-16T10:02:00" />	
<Source type="CODE" value="XXXX" name="" />
<Destination type="CODE" value="BASE" name="" />
<Request id="auth00001" type="KYC_AUTH" refUrl=""/>
<RespData>
<Resp ts="2021-10-16T10:02:00" result="SUCCESS " errCode="" rejectedBy="" />
<Auth ac="encrypted ac value" lk="encrypted AUA/KUA key="Y" rc="Y" sa="encrypted sa" tid=""  txn="" ver="2.5"filler1="" filler2=""  />		
</RespData>	
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
</base:AuthResp>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	<AuthRqst>
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type shortcode of source
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type short code of destination
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message element
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Ie AUTH || KYC_AUTH
	type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	Response Data element
	<RespData>
	1..1

	6.2
	response status element
	<Resp>
	1..1

	6.2.1
	time of response generation
	       ts
	1..1

	6.2.2
	Result of the request(SUCCESS || FAILURE)
	result
	1..1

	6.2.3
	Error reason codes for the failure message
	errCode
	0..1

	6.2.4
	Actual rejecter of the message. NPCI or Destination who rejected the message (DEST | NPCI)
	rejectedBy
	0..1

	7.1
	Auth element 
	<Auth>
	1..1

	7.1.2
	A unique code for the AUA which is assigned by UIDAI during AUA registration process.- should be send in encrypted form
	ac
	1..1

	7.1.3
	A valid “License Key” assigned to the AUA/Sub-AUA - should be send in encrypted form
	lk
	1..1

	7.1.4
	Aadhaar number holder consent only allowed values is Y
	rc
	1..1

	7.1.5
	A unique “Sub-AUA” code assigned by UIDAI - should be send in encrypted form
	sa
	1..1

	7.1.6
	It can be blank
	tid
	0..1

	7.1.7
	transaction identifier
	txn
	1..1

	7.1.8
	version of the API Currently only valid value is “2.5”
	ver
	1..1

	7.1.9
	Filler 1 – should be left blank
	filler1
	0..1

	7.1.10
	Filler 2 – should be left blank
	Filler2
	0..1

	8.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	8.1.1
	Actual unique value generated by NPCI
	value
	1..1


1.13 [bookmark: _Toc146294310]GET Account Details with the Linked Aadhaar – API Request (BASE to Destination Bank):
This API request will be initiated by BASE application to Destination Bank once the customer get account details for the linked aadhaar request is authenticated by UIDAI.
With this service customer can know whether his/her aadhaar number is linked with the account number in their bank CBS and if it is linked whether subsidy is enabled for that account from banks response.
Privilege: Initiated by BASE
API type and format: Asynchronous API & XML format
<base:GetAccDltsRqst xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2021-10-16T10:02:00" />	
<Source type="CODE" value="BASE" name="" />
<Destination type="CODE" value="XXXX" name="" />
<Request id="1200001" type="GETACC_DETAILS" refUrl=""/>
<ReqData>
<Detail aadhaar="yuAlxGfYHICaLQtbpi+fpoC7t1ylkb2Kd+Ncy0cC11geE/3uREKwo6a8j3O/K/thwUnSwM3wxXUESQ2RToY/5aruoxn6to6i6UbMLzBgo/QQJuBhyVuWMBvRsOJypJb17Y4ovymcNgHLtbb0xod+M7F4Od8DoCl6uN+PE8xhb1WpStUbazNfHVk6vuwvL4ibV8Yj7EHd9qJN25x0evzs8JGn4daoY/0xH8sdmM4ebCcYbenWDt0huK1ONRbkV6MOjq2uUG91ILS2+1Iugc5Ug81fJLBbq5kxnpPihf/CaBLDDQrHm1H2bjoYvclIf5JfwMpE6HNfTi59VKuhb7W+4A==" accNo="Ku3g8jflHkSgpVZr+ynA/oTAO/pl45toi8zFasti3Jwd/10s/sk8LsEbVwrs71m76GFwz1CgFXay2zwi9OcYHQ0h17D+LymwtOq9EyRl7j4w8sJPpG36R8hRrXcccwhLGeJPEFWjsFoiziPaQtnxu2pozbu/cCUGzNrc3MTWADlNUVGs4Zic+bBQY0iO2+AXW8OQbpU+SVX0dAbj8gUioY2cWbsK5laFJNqh/qCPaIZRxznBMGJAswDkNlOz0TGkv7zfHJ+k6mU6H4qxef/21C+df+bByEWrQvzIiPUDwTjaOcIOUHue5+/wINk34vDtQqJWnD/d1FuDDIIG5ShzDQ=="  custConsent="Y" filler1="" filler2=""  />
</ReqData>	
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
</base:GetAccDltsRqst>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	<GetAccDltsRqst>
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type shortcode of source
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type short code of destination
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message element
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Should be GETACC_DETAILS
	type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	input data related to the request
	<ReqData>
	1..1

	6.2
	Details of the Input parameters of the request
	<Details>
	1..1

	6.2.1
	Customer Aadhaar number in encrypted
	aadhaar
	1..1

	6.2.2
	Customer Account number in encrypted
	accNo
	1..1

	6.2.4
	Customer consent will always ‘Y’
	custConsent
	1..1

	6.2.5
	Filler 1 – should be left blank 
	filler1
	0..1

	6.2.6
	Filler 2 – should be left blank
	filler2
	0..1

	7.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	7.1.1
	Actual unique value generated by NPCI
	value
	1..1


1.14 [bookmark: _Toc146294311]ACK/NACK from Bank
HTTP Response 202 should be initiated from bank end once the request is received by bank successfully. Else we consider it as request failed to post at bank endpoint as it is not reachable. So http -202 resp is mandatory
1.15 [bookmark: _Toc146294312]GET Account Details with the Linked Aadhaar – API Response (Destination Bank to BASE):
This API response will be initiated by Destination Bank for GET Account Details with the Linked Aadhaar Response to BASE application.
Privilege: Initiated by Bank
API type and format: Asynchronous & XML format
<base:GetAccDltsResp xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2017-10-16T10:02:00" />	
<Source type="CODE" value="XXXX" name="" />
<Destination type="CODE" value="BASE" name="" />
<Request id="1200001" type="GETACC_DETAILS" refUrl=""/>
<RespData>
<Resp ts="2021-10-16T10:02:00" result="SUCCESS " errCode="" rejectedBy="" />
<Detail aadhaarLinkStatus="Y"  subsidyFlag="Y" accNo="Ku3g8jflHkSgpVZr+ynA/oTAO/pl45toi8zFasti3Jwd/10s/sk8LsEbVwrs71m76GFwz1CgFXay2zwi9OcYHQ0h17D+LymwtOq9EyRl7j4w8sJPpG36R8hRrXcccwhLGeJPEFWjsFoiziPaQtnxu2pozbu/cCUGzNrc3MTWADlNUVGs4Zic+bBQY0iO2+AXW8OQbpU+SVX0dAbj8gUioY2cWbsK5laFJNqh/qCPaIZRxznBMGJAswDkNlOz0TGkv7zfHJ+k6mU6H4qxef/21C+df+bByEWrQvzIiPUDwTjaOcIOUHue5+/wINk34vDtQqJWnD/d1FuDDIIG5ShzDQ==" aadhaar="yuAlxGfYHICaLQtbpi+fpoC7t1ylkb2Kd+Ncy0cC11geE/3uREKwo6a8j3O/K/thwUnSwM3wxXUESQ2RToY/5aruoxn6to6i6UbMLzBgo/QQJuBhyVuWMBvRsOJypJb17Y4ovymcNgHLtbb0xod+M7F4Od8DoCl6uN+PE8xhb1WpStUbazNfHVk6vuwvL4ibV8Yj7EHd9qJN25x0evzs8JGn4daoY/0xH8sdmM4ebCcYbenWDt0huK1ONRbkV6MOjq2uUG91ILS2+1Iugc5Ug81fJLBbq5kxnpPihf/CaBLDDQrHm1H2bjoYvclIf5JfwMpE6HNfTi59VKuhb7W+4A==" accHolderName="yuAlxGfYHICaLQtbpi+fpoC7t1ylkb2Kd+Ncy0cC11geE/3uREKwo6a8j3O/K/thwUnSwM3wxXUESQ2RToY/5aruoxn6to6i6UbMLzBgo/QQJuBhyVuWMBvRsOJypJb17Y4ovymcNgHLtbb0xod+M7F4Od8DoCl6uN+PE8xhb1WpStUbazNfHVk6vuwvL4ibV8Yj7EHd9qJN25x0evzs8JGn4daoY/0xH8sdmM4ebCcYbenWDt0huK1ONRbkV6MOjq2uUG91ILS2+1Iugc5Ug81fJLBbq5kxnpPihf/CaBLDDQrHm1H2bjoYvclIf5JfwMpE6HNfTi59VKuhb7W+4A==" filler1="" filler2=""  />		
</RespData>	
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
</base:GetAccDltsResp>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	<GetAccDltsResp>
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type shortcode of source
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type short code of destination
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message element
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Ie GETACC_DETAILS
	type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	Response Data element
	<RespData>
	1..1

	6.2
	Response status element
	<Resp>
	1..1

	6.2.1
	time of response generation
	ts
	1..1

	6.2.2
	Result of the request(SUCCESS || FAILURE)
	result
	1..1

	6.2.3
	Error reason codes for the failure message
	errCode
	0..1

	6.2.4
	Actual rejecter of the message. NPCI or Destination who rejected the message (DEST | NPCI)
	rejectedBy
	0..1

	7.1
	Details of the Input parameters of the request
	<Detail>
	1..1

	7.1.1
	Linked status of Aadhaar with Account (Y || N)
	aadhaarLinkStatus
	0..1

	7.1.2
	subsidy enabled flag for the account (Y || N)
	    subsidyFlag
	0..1

	7.1.3
	AccNo as per bank CBS in encrypted form
	     accNo
	0..1

	7.1.4
	Aadhaar number as received in API request in encrypted form
	    aadhaar
	0..1

	7.1.5
	Account holdername as per bank CBS in encrypted form
	accHolderName
	0..1

	7.1.6
	Filler 1 should be kept blank
	     filler1
	0..1

	7.1.7
	filler 2 should be kept blank
	      filler2
	0..1

	8.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	8.1.1
	Actual unique value generated by NPCI
	value
	1..1


Response conditions is as per below table :
	AadaarLinkStatus
	Y
	Y
	N
	can be blank if not available in bank CBS

	subsidyFlag
	Y 
	N
	N
	can be blank if not available in bank CBS

	accNo
	as per bank CBS
	as per bank CBS
	as per bank CBS
	can be blank if not available in bank CBS

	aadhaar
	as received in request
	as received in request
	as received in request
	as received in request

	accHolderName
	as per bank CBS
	as per bank CBS
	as per bank CBS
	can be blank if not available in bank CBS

	result
	SUCCESS
	SUCCESS
	SUCCESS
	SUCCESS

	errorCode
	000
	000
	000
	Bank must provide the reasoncode as given by the NPCI master


1.16 [bookmark: _Toc146294313]GET Account Details with the Linked Aadhaar API Response-ACK/NACK (BASE to Destination Bank)
This ACK/NACK will be a HTTP Response by BASE to destination bank for GET Account Details with the Linked Aadhaar Response.
<base:CustAadhaarSeedingRespAck xmlns:base="http://npci.org/base/schema/" >
 <NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
 <Resp ts="2017-10-16T10:02:00" result="SUCCESS" errCode="" rejectedBy="" /> 
</base:CustAadhaarSeedingRespAck>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	< CustAadhaarSeedingRespAck >
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	2.1.1
	Actual unique value generated by NPCI
	value
	1..1

	3.1
	Response of the Message
	<Resp>
	1..1

	3.1.1
	Time of response from the sender of the message 
	ts
	1..1

	3.1.2
	Result of the request
	result
	1..1

	3.1.3
	Error reason codes for the failure message
	errCode
	0..1

	3.1.4
	Actual rejecter of the message. NPCI or Destination who rejected the message
	rejectedBy
	0..1



Reasoncode/Error Code master for Bank responses:
	ErrorCode/Reason_code_ID
	Reason_Description
	Reason code can be pass by

	000
	Success
	BANK

	B01
	Account closed
	BANK

	B02
	Account holder expired
	BANK

	B03
	Account under litigation
	BANK

	B04
	A/c Blocked or Frozen
	BANK

	B05
	Customer Insolvent / Insane
	BANK

	B06
	Account Holder Name Mismatch with CBS
	BANK

	B07
	Invalid account Type (NRE/PPF/CC/Loan/FD)
	BANK


Seeding Response Status Code master for Banks:
Bank should provide only these codes as part of the seeding response after processing the seeding operation at bank end
	status_code 
	                                     status_value                                     

	0
	 Mandate date in the record must be greater than that of the existing UID             

	1
	 Duplicate UID record                                                                 

	2
	 Future mandate date is not accepted                                                  

	3
	 Fresh insert must be Active only                                                     

	5
	 Aadhaar Number is not mapped to your IIN or Scheme                                   

	7
	 Inserted For the First Time                                                          

	8
	 Updated UID record                                                                   

	12
	 Mandate Flag must be Y                                                               

	13
	 Mapped to Some Other Bank and OD already exists                                      

	14
	 OD can be set Y only when mandate flag is Y                                          

	15
	 Aadhaar number cannot be inactivated when OD flag Y                                  

	16
	 Future OD date is not accepted                                                       

	17
	 OD date in the record must be greater than that of the existing OD date              

	18
	 OD date in the record must be greater than or equal to Mandate date                  

	19
	 Mandate should not be prior to 2012 January                                          

	20
	 Mandate date in the record must be greater than or equal to that of the existing UID 

	21
	 Aadhaar number updated as banks merged                                               

	22
	 Mandate flag and Mandate date is mandatory for fresh insert                          

	23
	 Mandate flag and Mandate date is mandatory                                           

	24
	 Reseeding is not allowed for your Bank                                               

	25
	 Previous Bank IIN should be Empty or should be same as Mapped IIN for Fresh Insert   

	26
	 Previous Bank IIN is Mandatory in case of Re-Seeding the Aadhaar                     

	27
	 Previous Bank IIN is NOT matching with Current Mapped IIN of Aadhaar                 

	28
	 Same record in multiple times in same file                                           

	29
	 OrgId not available  in DB                                                           

	30
	 Fresh Insert is NOT allowed for your Bank                                            

	31
	 Deseeding is NOT allowed for your Bank                                               

	32
	 Mandate date must be current date for deseeding                                      

	33
	 Aadhaar number cannot be deseeded when OD flag is Y                                  

	34
	 OD date must be empty for aadhaar deseeding                                          

	35
	 Previous bank is currently blocked in NACH                                           

	36
	 No participant available for deseeding                                               

	37
	 Deseeded UID Record                                                                  







[bookmark: _Toc146294314]Elements and Attributes Definition
Element: Root 
Definition:  XML root element representing each API 
Attribute: xmlns
Definition:  API Schema Namespace.
Data Type:	Alphanumeric
Format:    	Min Length:   1
               	Max Length:  255
Element: <Head>
Definition:  Header of the Message
Attribute: ver
Definition:   Version of the API
This is the API version. NPCI may host multiple versions for supporting gradual migration. As of this specification, default production version should be  "1.0" only.
Data Type:	Float
Format:    	Min Length:   1 (length is not checked as version should be “1.0”)
               	Max Length:  6
Attribute: ts
Definition:   Time of request from the creator of the message. API request time stamp. Since timestamp plays a critical role, it is highly recommended that devices are time synchronized with a time server.
Data Type:	ISODateTime
Format:    	Min Length: 19
Max Length: 19 
               	YYYY-MM-DDThh:mm:ss
               	(eg 1997-07-16T19:20:30)
where;
 	YYYY = Four-digit year
 	MM = Two-digit month (01=January, etc.)
 	DD = Two-digit day of month (01 through 31)
 	hh = Two digits of hour (00 through 23) (am/pm NOT allowed)
 	mm = Ttwo digits of minute (00 through 59)
 	ss  = Two digits of second (00 through 59)
Element: <Request>
Definition:  This element contains the Request details and is visible to all parties involved in the transaction processing. This element is populated by the originator of the request and the same must be passed across all the entities.
 Attribute: id
Definition:  Unique Identifier for the request across all entities. This will be created by the originator. This field will be used to identify each request uniquely across all the entities. 
Data Type:	Alphanumeric
Format:    	Min Length:   1
               	Max Length:  22
Attribute: refUrl
Definition: URL for the transaction
Data Type:	Alphanumeric with special characters 
Format:    	Min Length:   1
               	Max Length:  35
Attribute: type
Definition:  This attribute describes the type of the Request
Data Type:	Enumeration or Code. Length check is not there as it should be in the list of prescribed types. The allowed values are FRESH | MOVEMENT |INACTIVATE |GETACC_DETAILS | KYC_AUTH | AUTH as per the request initiated by user. In response they type value should be same as received in the request.
Format:    	Min Length:   NA
               	Max Length:  NA

Element: <Source>
Definition:  This element contains the details of the originator of the request and the same must be passed across all the entities. 
Attribute: type
Definition:  This indicates the routing type to be used. Currently allowed routing type is only Bank short code and it should be always ‘CODE’. Length check will not be done as it should be always CODE
Data Type:	Alpha
Format:    	Min Length:   NA
               	Max Length:  NA
Attribute: value 
Definition:  This attribute contains the actual value of the routing type and this value will be used to identify the endpoint URL of the participant which is used to initiate any communication from NPCI
Data Type:	Alpha
Format:    	Min Length:   4
               	Max Length:  4
Attribute: name
Definition:  This attribute carries the name of the Source. 
Data Type:	Alphabets with special characters like dot, space, hyphen & single quote
Format:    	Min Length:   0
               	Max Length:  100
Element: <Destination>
Definition:  This element contains the details of the originator of the request and the same must be passed across all the entities. 
Attribute: type
Definition:  This indicates the routing type to be used. Currently allowed routing type is only Bank short code and it should be always ‘CODE’. Length check will not be done as it should be always CODE
Data Type:	Alpha
Format:    	Min Length:   NA
               	Max Length:  NA
Attribute: value 
Definition:  This attribute contains the actual value of the routing type and this value will be used to identify the endpoint URL of the participant which is used to initiate any communication from NPCI. Allowed value is bank shortcode
Data Type:	Alphanum 
Format:    	Min Length:   4
               	Max Length:  4
Attribute: name
Definition:  This attribute carries the name of the destination. 
Data Type:	Alphabets with special characters like dot, space, hyphen & single quote
Format:    	Min Length:   0
               	Max Length:  100
Element: <Detail>
Definition:  This element contains the parameters of the actual request and the same must be passed to Destination for processing. 
Attribute: accNo
Definition:  This attribute carries the account Number 
Data Type:	Numeric
Format:    	Min Length:   1
               	Max Length:  35
Attribute: aadhaar
Definition:  This attribute carries the aadhaar Number
Data Type:	Numeric
Format:    	Min Length:   12
               	Max Length:  12
Note: Apart from length and numeric pattern, it will be validated to ensure that it is not begin with “0” or “1” and it is as per verhoeff algorithm.
Attribute: custConsent
Definition:  To provide the customer consent on this parameter value. 
Data Type:	ENUM
Format:    	Min Length:   1
               	Max Length:  1
Values may be Y/N
Attribute: ifsc
Definition:  This attribute is also part of the input parameter of request and it carries the bank ifsc code. 
Data Type:	Alphanumeric; 
Format:    	Min Length:   11
               	Max Length:  11
Attribute: micr
Definition:  This attribute is also part of the input parameter of request and it carries the bank micr code. 
Data Type:	Alphanumeric; 
Format:    	Min Length:   9
               	Max Length:  9
Attribute: iin
Definition:  This attribute is also part of the input parameter of request and it carries the bank iin code. 
Data Type:	Alphanumeric; 
Format:    	Min Length:   6
               	Max Length:  6
Attribute: previousIIN
Definition:  This attribute is used to indicate earlier Aadhaar linked bank when the new bank tries to re-seed the Aadhaar number for that bank
Data Type:	Numeric		
Format:    	Min Length:   6
          		Max Length:  6

Attribute: custName
Definition:  To provide the customer name as per aadhaar
Data Type:	AlphaNumeric
Format:    	Min Length:   1
               	Max Length:  100
Atribute: filler1/ filler2
Definition:  for the use of future purpose in both request and response. It should be left blank 
Data Type:	Alphanum
Format:    	Min Length:   1
               	Max Length:  50

Element: <Resp>
Definition:  This element contains the information about the Response.

Attribute: ts
Definition:   Time of request from the creator of the message.
API request time stamp. Since timestamp plays a critical role, it is highly recommended that devices are time synchronized with a time server.
Data Type:	ISODateTime
Format:    	Min Length: 19
Max Length: 19 
               	YYYY-MM-DDThh:mm:ss
               	(eg 1997-07-16T19:20:30)
where;
 	YYYY = Four-digit year
 	MM = Two-digit month (01=January, etc.)
 	DD = Two-digit day of month (01 through 31)
 	hh = Two digits of hour (00 through 23) (am/pm NOT allowed)
 	mm = Ttwo digits of minute (00 through 59)
 	ss  = Two digits of second (00 through 59)
Attribute: result
Definition:  This attribute is used to indicate the end result of the requested message. And it should have the any one of the value from the pre-defined list.
Data Type:	Code 
Format:    	Min Length:   NA
               	Max Length:  NA
	Code
	Value

	SUCCESS
	Request/Response message is Successfully processed

	FAILURE
	Request/Response has been rejected either by NPCI or DEST









Attribute: rejectedBy
Definition:  This attribute is used to indicate the source of rejection in case of failure. And it should have the any one of the value from the pre-defined list.
Data Type:	Code 
Format:    	Min Length:   NA
               	Max Length:  NA
Attribute: errCode
Definition:  This attribute is used to indicate the reasons for rejection in case of failure.  Or the status code in case of success And it should have the one or many values from the pre-defined list. Multiple error codes will be separated by comma. For success resp value should be ‘000’
Data Type:	Code 
Format:    	Min Length:   NA
               	Max Length:  NA
Attribute: NpcirefId
Definition:  This attribute is used to indicate the uniqueness for the each request which will be generated by the NPCI only. In the request this attribute value should be given and in  response destination bank should provide the exact value which they have received in the request file 
Data Type:	Code 
Format:    	Min Length:   36
               	Max Length:  36
[bookmark: _Toc146294315]NPCI Error Code list for Bank Response API: 

	SL.NO
	DESCRIPTION
	Error_Code

	1
	Invalid Request
	101

	2
	MISSING_MSG_SOURCE
	102

	3
	MISSING_SERVICE
	103

	4
	MISSING_TYPE
	104

	5
	MISSING_MESSAGE
	105

	6
	NO_SIGNATURE or INVALID
	106

	7
	INVALID_SIGNATURE_METHOD_ALGO
	107

	8
	INVALID_DIGEST_ALGO
	108

	9
	NO_MATCHING_PUBLIC_KEY
	109

	10
	Signature Error
	110

	11
	INVALID_TYPE
	111

	12
	Dynamic Error
	112

	13
	DB_ERROR
	112

	14
	INVALID_MESSAGE
	114

	15
	MISSING_HEAD
	115

	16
	MISSING_SOURCE
	116

	17
	MISSING_DESTINATION
	117

	18
	MISSING_REQUEST
	118

	19
	MISSING_REQDATA
	119

	20
	MISSING_DETAIL
	120

	21
	NpciRefId Tag is Mandatory
	121

	22
	MISSING_RESP
	122

	23
	MISSING_RESPDATA
	123

	24
	HEAD_ATTR_MISSING
	130

	25
	SOURCE_ATTR_MISSING
	131

	26
	DESTINATION_ATTR_MISSING
	132

	27
	REQUEST_ATTR_MISSING
	133

	28
	DETAIL_ATTR_MISSING
	134

	29
	One Or More Attribute is Missing for NpciRefId Tag
	135

	30
	RESP_ATTR_MISSING
	136

	31
	INVALID_HEAD_TS
	141

	32
	INVALID_HEAD_VER
	142

	33
	INVALID_SOURCE_TYPE
	143

	34
	INVALID_SOURCE_VALUE
	144

	35
	INVALID_SOURCE_NAME
	145

	36
	INVALID_REQUEST_ID
	146

	37
	INVALID_REQUEST_TYPE
	147

	38
	INVALID_REQUEST_REFURL
	148

	39
	RESULT_ATTR_INVALID
	149

	40
	ERRCODE_ATTR_INVALID
	150

	41
	REJECTEDBY_ATTR_INVALID
	151

	42
	INVALID_DETAIL_AADHAAR
	155

	43
	Attribute AccountNo is Invalid
	156

	44
	Attribute linkStatus is Invalid
	161

	45
	Attribute Value of NpciRefId Tag is Invalid
	162

	46
	DECRYPT_DETAIL_AADHAAR
	163

	47
	Decryption Failed for Account No
	164

	48
	INVALID_DESTINATION_TYPE
	166

	49
	INVALID_DESTINATION_VALUE
	167

	50
	INVALID_DESTINATION_NAME
	168

	51
	Attribute Timestamp of Resp Tag is Invalid
	169

	52
	INVALID_SERVICE
	201

	53
	INVALID_SOURCE
	202

	54
	INACTIVE_SOURCE
	203

	55
	FUTURE_HEAD_TS - REQ
	205

	56
	HEAD_TS_MORE_THAN_24_HRS - REQ
	206

	58
	FUTURE_RESP_TS - RESP
	207

	59
	RESP_TS_MORE_THAN_24_HRS - RESP
	208

	60
	Time difference between Response Received Time and Request Publish Time should not be more than SLA
	209

	61
	 NpciRefID should be valid and should have valid matching record - Invalid NPCIRefId
	210

	62
	Request Received after cut off time 
	211

	63
	ErrorCode is not part of Defined Master List
	214

	64
	Destination is NOT Available/Reachable
	215

	65
	Destination sent Invalid/Incomplete Response
	216

	66
	Destination Did not send Response with in SLA
	217

	67
	MSG_SOURCE_MISMATCH
	218

	68
	Duplicate Response/Request
	222

	69
	Parsing Error
	401



1.17 [bookmark: _Appendix_3_–][bookmark: _Toc146294316]Signing & Encryption References for Development 
Encryption:
canpublic static String encryptUsingPublicKey(String data, PublicKey publicKey) throws GeneralSecurityException {
 
    Cipher pkCipher = Cipher.getInstance(ASYMMETRIC_ALGO, new BouncyCastleProvider());
    pkCipher.init(Cipher.ENCRYPT_MODE, publicKey);
 
    return Base64.getEncoder().encodeToString(pkCipher.doFinal(data.getBytes()));
  }

Signing: 

  protected XMLSignature signXmlReq(Document doc) throws NACHException {
    XMLSignatureFactory xmlSigFactory = XMLSignatureFactory.getInstance("DOM");
 
    DOMSignContext domSignCtx = new DOMSignContext(this.privateKey, doc.getDocumentElement());
    Reference ref = null;
    SignedInfo signedInfo = null;
    XMLSignature xmlSignature = null;
 
    try {
      ref = getXmlReferenceTag(xmlSigFactory);
      signedInfo = getXmlSignedInfoTag(xmlSigFactory, ref);

      xmlSignature = xmlSigFactory.newXMLSignature(signedInfo, JWTToken.getKeyInfo());
                    xmlSignature.sign(domSignCtx);
    } catch (Exception e) {
 
      log.error(e);
      throw new NACHException(InfoIDs.DYNAMIC_MSG, MSGCons.XML_CREATE_ERROR);
    }
    return xmlSignature;
  }
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