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[bookmark: _Toc6911719][bookmark: _Toc6911817][bookmark: _Toc106875894]Introduction
This document details the specification have to be followed by banks to use the NPCI BASE Platform. It provides the details of API format & File Formats which is used to connect with BASE.
1.1 [bookmark: _Toc106875895]Project Background
Aadhaar seeding is a process of customer linking the Aadhaar number to the bank account and then seed the Aadhaar number in NPCI mapper.  Currently at the bank end this process is primarily carried out using physical request form and semi-automated process.  In order to facilitate a DBT beneficiary to manage the seeding process seamlessly and be in control of the account to which the benefits shall flow it has been decided to set up platform by name “Bharath Aadhaar Seeding Enabler” from now on referred as ‘BASE’.
BASE shall be the interface between various channels through which Aadhaar seeding request can be raised, NPCI mapper and the banks.  The platform will use various APIs for the eco system to communicate online/offline for seeding requests.  
Though the online mode of request handling is the desirable option the platform shall provide option for consolidating and sending the seeding requests in batch mode so that all the banks participating in NACH will be enabled for the customers to send their request without physically visiting the branch. 
1.2 [bookmark: _Toc106875896]Objectives
To integrate NPCI Mapper with BASE system to facilitate customer for ease, transparent Aadhaar seeding process in convenient mode.
1.3 [bookmark: _Toc106875897]Scope
The scope of this document is to provide the detail information regarding BASE system, the communication protocol between NPCI and participating member banks, API specification, message signing method and other technical details required to integrate with BASE system.



[bookmark: _Toc343957559][bookmark: _Toc330543822][bookmark: _Toc330556620][bookmark: _Toc330563610][bookmark: _Toc330589415][bookmark: _Toc330543823][bookmark: _Toc330556621][bookmark: _Toc330563611][bookmark: _Toc330589416][bookmark: _Toc330543824][bookmark: _Toc330556622][bookmark: _Toc330563612][bookmark: _Toc330589417][bookmark: _Toc330543825][bookmark: _Toc330556623][bookmark: _Toc330563613][bookmark: _Toc330589418][bookmark: _Toc330543826][bookmark: _Toc330556624][bookmark: _Toc330563614][bookmark: _Toc330589419][bookmark: _Toc330543827][bookmark: _Toc330556625][bookmark: _Toc330563615][bookmark: _Toc330589420][bookmark: _Toc330543828][bookmark: _Toc330556626][bookmark: _Toc330563616][bookmark: _Toc330589421][bookmark: _Toc330543829][bookmark: _Toc330556627][bookmark: _Toc330563617][bookmark: _Toc330589422][bookmark: _Toc330543830][bookmark: _Toc330556628][bookmark: _Toc330563618][bookmark: _Toc330589423][bookmark: _Toc330543831][bookmark: _Toc330556629][bookmark: _Toc330563619][bookmark: _Toc330589424][bookmark: _Toc330543832][bookmark: _Toc330556630][bookmark: _Toc330563620][bookmark: _Toc330589425][bookmark: _Toc330543833][bookmark: _Toc330556631][bookmark: _Toc330563621][bookmark: _Toc330589426][bookmark: _Toc330543834][bookmark: _Toc330556632][bookmark: _Toc330563622][bookmark: _Toc330589427][bookmark: _Toc330543835][bookmark: _Toc330556633][bookmark: _Toc330563623][bookmark: _Toc330589428][bookmark: _Toc330543836][bookmark: _Toc330556634][bookmark: _Toc330563624][bookmark: _Toc330589429][bookmark: _Toc330543837][bookmark: _Toc330556635][bookmark: _Toc330563625][bookmark: _Toc330589430][bookmark: _Toc106875898]BASE Online Flow
[bookmark: _Toc330543840][bookmark: _Toc330556638][bookmark: _Toc330563628][bookmark: _Toc330589433][bookmark: _Toc330543841][bookmark: _Toc330556639][bookmark: _Toc330563629][bookmark: _Toc330589434]Following is the BASE Online process. Steps This paragraph explains the type of APIs that the bank needs to send and receive from BASE application. 

[image: ]
Figure 1:Business Flow

Step1: Customer has initiated the request via Corporate Portal i.e. Web Browser (Eg: NPCI Portal, Other Govt Entity) 
Step2: Browser has redirected the user to Aadhaar Seeding Platform where he enters Aadhaar Number along with required details.
Step3: Seeding Platform will forward that request to UIDAI for Customer Authentication via OTP generation
Step4: UIDAI will generate the OTP and send it to Customer for Authentication
Step5: Customer will enter the OTP for Authentication
Step6: Seeding Platform will forward that OTP to UIDAI for Verification 
Step7: UIDAI sends response for OTP Verification. If the request is not authenticated by UIDAI then the flow ends here by showing the error message in Corporate Portal.
Step8: Once it is successfully authenticated, then the seeding platform will call Aadhaar Status API to Aadhaar Mapper
Step9: Aadhaar Mapper will provide the details of Bank IIN mapped to that Aadhaar number to process the received request further.
Step10: Seeding Platform will send seeding request to respective bank for further processing
Step11: Bank will acknowledge the request received from Seeding Platform. If account is not applicable for seeding process, then Step 12 and proceed Step 13
Step12:  If account is applicable for seeding, then bank will trigger the Aadhaar Seeding API to Aadhaar Mapper & get the response from Mapper.
Step13: Bank will respond to the seeding request /Bank will send status update of seeding request within 48hrs(Configurable)
Step14: Seeding Platform will acknowledge the seeding response received for initial seeding request/ seeding response received for update status
Step 15: Seeding Platform in turn redirects the response to Corporate Web Page where customer can view the response  
[bookmark: _Toc1579370][bookmark: _Toc106875899]Communication Channel
1.4 [bookmark: _Toc1579371][bookmark: _Toc106875900]Channel Encryption Details 
BASE network communication channel should be encrypted and secured to maintain the secrecy, integrity and eligibility of the data travelling through the medium.
Acquiring and Issuing banks need to exchange the RSA public keys with NPCI as demonstrated in below figure.
[image: ]

Encryption Description:
· Acquirer Host compresses the message to send over the BASE system network. (null compression method)
· Acquirer signs the message using acquirer private key.
· When Acquirer’s message received at BASE Switch. BASE trusts message using Acquirer Public Key.
· Handshake protocol will exchange public key certificate to authenticate server (i.e., Acquirer Host) & client to each other.
· In case of RSA key exchange,
· Acquirer Host generate pre-master secret.
· Pre-master secret is encrypted using BASE Public Key.
· BASE can decrypt the PMK (Pre Master Key) using Private Key.	
· Similarly, when Issuer Host acts as server the respective public key will be used to exchange the pre-master secret key.
· Client authentication by server is mandatory.
1.5 [bookmark: _Toc1579372][bookmark: _Toc106875901]Certificate Format for ECC
· Certificate formats
· 509 certificates v3: (etc.npci.org.in)
· We need fully qualified domain name certificate from authorised CA.(Main,Intermediate,root)
· No wildcards in certificate
· TLS_RSA_WITH_AES_256_CBC_SHA
· Cipher Suites
· Key exchange- RSA
· Authentication- RSA 2048
· Block Cipher AES 256
· Hash –SHA 256 (HMAC & PRF)

[image: ]
1.6 [bookmark: _Toc44599173][bookmark: _Toc106875902]Signing & Encryption
0. All APIs needs to be signed by private key of banks which in turn verified by BASE using public key of banks for further processing.
0. Similarly, all APIs response will be signed by private key of BASE which in turn verified by bank using public key of BASE for further processing.
0. Message Encryption is applicable only for APIs
0. For encryption bank has to use BASE public key and decryption using bank’s private key using plain "RSA" algorithm.
Attributes applicable for encryption are Aadhaar number, Account number Customer Name, mobile number.
1.7 [bookmark: _Toc106111270][bookmark: _Toc106875903]Authentication for Redirecting from Bank/merchant page to BASE Application
[bookmark: _Toc106111271][bookmark: _Toc106875904]	Forming Redirection URL from source system

Each entity will have unique API key which will be shared by NPCI through Offline mode.

Step 1: Create a Payload JSON structure 
{
	"bankId":"XXXX",
	"vendorData": <Encrypted API KEY with NPCI public key>
}

Process for Signing the JSON payload using RSA SHA-512 as below

First add maven dependency in pom.xml

<dependency>
	<groupId>org.bitbucket.b_c</groupId>
	<artifactId>jose4j</artifactId>
	<version>0.7.11</version>
</dependency>

Code snippet for signing the JSON

try {
org.jose4j.jws.JsonWebSignature jws= new org.jose4j.jws.JsonWebSignature();
jws.setPayload(payload);
jws.setKey(priKey);
jws.setAlgorithmHeaderValue(org.jose4j.jws.AlgorithmIdentifiers.RSA_USING_SHA512);

return jws.getCompactSerialization();
		
} catch (JoseException e) {
			// TODO Auto-generated catch block
	throw new org.jose4j.lang.JoseException("Signature Exception");
}

After signing the payload, the signed JSON will look like below:

{
	"bankId":"XXXX",
"vendorData":"eyJhbGciOiJSUzUxMiJ9..L37tUorp4L6ZvmIHJaJwS5BdWR5b8UikFq-r8RKsfVxrfFYDolshrOtTrYyBBCW7Ww8GJa8Xa3P9riEo44tFOyNlHhmVZG3IQvseuqCAOg2fxLsIKjeiX_xxZ9_fCnSERe9_btzKewkfZij42MacLrfZDajlGjL9IjTNayk2JhYLkFUGLiKDxxeRjLvQiIA5IXEG91rAs05E74MQ5reZi5b9aCgYbVY7NR-vB0cV2XQnGn2ZYQ0JDMIdbv9JtXKGtB4e4W4stZG92vfMrX6Xn7CXR9rLHj4_7oWR5AurgAtp-MzIGrcUaUPnHkggY2ig22xeJVL2n2LuiuJJHUajpGbQ7hbbbEjwZ3Fv-uNIWAkY0olFuqGJJZTwrp1iyq5occEfcGGufv196pj28-mlfCBGa6UtjJsLDDJtdcxtfXOmB7V_hzhosxooz5oG51qFYkjMEgWn--jwSl5BPoR3Vz9id85hNAcBMe7BmuvTMoogXck9a1XqZtBm3jElXwzQeoewOfVmtf9reyidZvkVsU0kwVGQKZBo56LI4ItXq6OjUZ6-qhEZzsArYpMN1HQ-Ek8uhHDWi-iTsan7wgxV6_O0w1A7XSAHoWZMfDlZBaqEfnRi68VZcHTn_JBvAGo0uDppg_J6BkzfoUiJTe_5QTiv8G-bO64jRPmkBK6B4Rk"
}

Step 2: Now do the base64 encode on the signed JSON



Step 3: Final Redirection URL will be as :

https://<host>/aadhaarSeeedingRequest?key=<Base64 encoded  signed JSON >

Example:

https://baseuatws.npci.org.in/aadhaarSeeedingRequest?key=



[bookmark: _Toc44599178][bookmark: _Toc41749703][bookmark: _Toc106875905]API Protocol
[bookmark: _bookmark12]All APIs are exposed as stateless service over HTTPS. Usage of open data format in XML and widely used protocol such as HTTP allows easy adoption by the members. 
API input data should be sent to the following URL as XML document using Content-Type “application/xml” or “text/xml”. 
Following is the URL format for API’s: 
https://<host>/contextpath 
host – API server address (Actual production server address will be provided to members at the time of rollout and all API clients should ensure that actual URL is configurable). 
contextpath – name of the API URL endpoint. 

Note: Actual URLs will be shared at the time of on-boarding process.

1.8 [bookmark: _Toc106875906]Customer Aadhaar Seeding API-Request
This API request will be initiated by BASE application to Bank once the customer Seeding request is authenticated by UIDAI.
Privilege: Initiated by BASE
API type: Asynchronous & XML format
<base:CustAadhaarSeedingRqst xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2017-10-16T10:02:00" />	
<Source type="CODE" value="BASE" name="" />
<Destination type="CODE" value="XXXX" name="" />
<Request id="123456789" type="ACTIVATE|INACTIVATE" refUrl=""/>
<ReqData>
<Detail aadhaar="234567890123" accNo="56475648900909" ifsc="" custConsent="Y" custName="" gender="" yearOfBirth="" mobNo="" previousIIN="" filler1="" filler2="" />			
</ReqData>	
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
</base:CustAadhaarSeedingRqst>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	< CustAadhaarSeedingRqst >
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type*
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message property
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Ie ACTIVATE|INACTIVATE
	type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	input data related to the request
	<ReqData>
	1..1

	6.2
	Details of the Input parameters of the request
	<Details>
	1..1

	6.2.1
	Parameter of the request – Account Number 
	accNo
	1..1

	6.2.2
	Parameter of the request – Aadhaar Number 
	aadhaar
	1..1

	6.2.3
	Parameter of the request – isfc of bank 
	ifsc
	1..1

	6.2.4
	Parameter of the request – Customer Consent 
	custConsent
	1..1

	6.2.5
	Parameter of the request – Customer Name
	custName
	1..1

	6.2.6
	Parameter of the request – Customer gender
	gender
	1..1

	6.2.7
	Parameter of the request – Customer year of birth
	yearOfBirth
	1..1

	6.2.8
	Parameter of the request – Customer Mobile Number
	mobNo
	1..1

	6.2.9
	Parameter of the request –PreviousIIN of Aadhaar linked
	previousIIN
	1..1

	6.2.10
	Parameter of the request – Filler 1 – should be left blank 
	filler1
	1..1

	6.2.11
	Parameter of the request – Filler 2 – should be left blank
	filler2
	1..1

	7.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	7.1.1
	Actual unique value generated by NPCI
	value
	1..1


1.9 [bookmark: _Toc106875907]ACK/NACK from Bank
HTTP Response 202 will be initiated from bank end once the request is received by bank successfully.
1.10 [bookmark: _Toc106875908]Customer Aadhaar Seeding API-Response
This API response will be initiated by Bank for Customer Aadhaar Seeding Response to BASE.
Privilege: Initiated by Bank
API type: Asynchronous & XML format
<base:CustAadhaarSeedingResp xmlns:base="http://npci.org/base/schema/" >
<Head ver="1.0" ts="2017-10-16T10:02:00" />
<Source type="CODE" value="XXXX" name="" />
<Destination type="CODE" value="BASE" name="" />
	<Request id="123456789" type="ACTIVATE|INACTIVATE" refUrl=""/>
	<Resp ts="" result="SUCCESS|FAILURE" errCode="" rejectedBy="" />
	<RespData/>
<NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa" />
</base:CustAadhaarSeedingResp>

	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	< CustAadhaarSeedingResp>
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Header for the message
	<Head>
	1..1

	2.1.1
	Version of the API
	ver
	1..1

	2.1.2
	Time of request from the creator of the message (Transmission time)
	ts
	1..1

	3.1
	Source of the message
	<Source>
	1..1

	3.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	3.1.2
	Actual value of the routing type
	value
	1..1

	3.1.3
	Name of the Source Bank
	name
	0..1

	4.1
	Destination of the message
	<Destination>
	1..1

	4.1.1
	Routing type of the Source banks – based on short code of the bank the corresponding URL will be identified 
	type
	1..1

	4.1.2
	Actual value of the routing type*
	value
	1..1

	4.1.3
	Name of the Destination Bank
	name
	0..1

	5.1
	Request Message property
	<Request>
	1..1

	5.1.1
	Id of the Request generated by the originator
	Id
	1..1

	5.1.2
	Type of the request. Ie ACTIVATE|INACTIVATE
	Type
	1..1

	5.1.3
	Reference URL for the transaction 
	refUrl
	0..1

	6.1
	Response of the Message
	<Resp>
	1..1

	6.2
	Time of response from the sender of the message 
	ts
	1..1

	6.2.1
	Result of the request
	result
	1..1

	6.2.2
	Error reason codes for the failure message
	errCode
	1..1

	6.2.3
	Actual rejecter of the message. NPCI or Destination who rejected the message
	rejectedBy
	1..0

	7.1
	Response Data
	RespData
	1..1

	8.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	8.1.1
	Actual unique value generated by NPCI
	value
	1..1



1.11 [bookmark: _Toc106875909]Customer Aadhaar Seeding API-ACK/NACK
This ACK/NACK will be a HTTP Response by BASE for Customer Aadhaar Seeding Response.
<base:CustAadhaarSeedingRespAck xmlns:base="http://npci.org/base/schema/" >
 <NpciRefId value="6afd4578-f021-4321-a908-04b355a758fa"/>
 <Resp ts="2017-10-16T10:02:00" result="SUCCESS/FAILURE" errCode="" rejectedBy="" /> 
</base:CustAadhaarSeedingRespAck>
	Index
	Message Item
	<XML Tag>
	Occurrence

	1.1
	API Name
	< CustAadhaarSeedingRespAck >
	1..1

	1.1.1
	API Schema namespace
	xmlns
	1..1

	2.1
	Unique Identified assigned by NPCI for the request
	<NpciRefId>
	1..1

	2.1.1
	Actual unique value generated by NPCI
	value
	1..1

	3.1
	Response of the Message
	<Resp>
	1..1

	3.1.1
	Time of response from the sender of the message 
	ts
	1..1

	3.1.2
	Result of the request
	result
	1..1

	3.1.3
	Error reason codes for the failure message
	errCode
	0..1

	3.1.4
	Actual rejecter of the message. NPCI or Destination who rejected the message
	rejectedBy
	0..1


[bookmark: _Toc106875910]Get Status API for Aadhaar Seeding Request 
This API request will be initiated by Bank to BASE UI to check the status of Seeding request. This API call will be allowed through UI only.
Privilege: Initiated by Bank
API type: synchronous & JSON format
Request Payload:
{
	"request": {
		"data": {
			"requestType": "SEEDING_REQUEST",
			"npciRefNo": "9BA983ACE43E9C8F3E5AA4A36B079F1F"
		},
		"appID": ""
	}
}
Response payload: (success/Pending/Rejected)
{
	"response": {
		"infoID": "0",
		"data": {
			"seedingStatus": "SUCCESS",
			"RESULT": "Aadhaar successfully seeded."
		},
		"infoMsg": "Aadhaar successfully seeded.",
		"appID": "3bada7fdd6836a4e857400c39274b266"
	},
	"msgID": "db6ad4c304ebde405f616ace6342f32a"
}

------Error RESPONSE Payload--------

{
	"response": {
		"infoID": "ERR001",
		"data": {},
		"infoMsg": "No Data Found",
		"appID": "3bada7fdd6836a4e857400c39274b266"
	},
	"msgID": "5b8739fb57711f08a59116092491a87c"
}
	Index
	Message Item
	attribute
	Occurrence
	Type
	Length

	1.1
	Request body
	request
	1..1
	string
	NA

	1.1.1
	Data body
	data
	1..1
	string
	NA

	2.1
	Unique Identified assigned by NPCI for the request
	npciRefNo
	1..1
	string
	Fixed Length =32

	2.1.1
	Type of the request
	requestType
	1..1
	string
	Fixed value

	3.1
	Response of the Message
	response
	1..1
	String
	Fixed value

	3.1.1
	Actual status of seeding request 
	infoMsg
	1..1
	String
	Fixed value

	3.1.2
	Result of the request
	infoID
	1..1
	string
	0 – success
ERR001- - No Data Found
MSG001- Pending
MSG002- Failed

	3.1.3
	
	appID
	1.0
	String
	Generated by NPCI

	3.1.4
	
	msgID
	1.0
	string
	Generated by NPCI




[bookmark: _Toc106875911]Elements and Attributes Definition

Element: Root 
Definition:  XML root element representing each API 

Attribute: xmlns
Definition:  API Schema Namespace.
Data Type:	Alphanumeric
Format:    	Min Length:   1
               	Max Length:  255

Element: <Head>
Definition:  Header of the Message

Attribute: ver
Definition:   Version of the API
This is the API version. NPCI may host multiple versions for supporting gradual migration. As of this specification, default production version should be  "1.0" only.
Data Type:	Float
Format:    	Min Length:   1 (length is not checked as version should be “1.0”)
               	Max Length:  6

Attribute: ts
Definition:   Time of request from the creator of the message. API request time stamp. Since timestamp plays a critical role, it is highly recommended that devices are time synchronized with a time server.
Data Type:	ISODateTime
Format:    	Min Length: 19
Max Length: 19 
               	YYYY-MM-DDThh:mm:ss
               	(eg 1997-07-16T19:20:30)
where;
 	YYYY = Four-digit year
 	MM = Two-digit month (01=January, etc.)
 	DD = Two-digit day of month (01 through 31)
 	hh = Two digits of hour (00 through 23) (am/pm NOT allowed)
 	mm = Ttwo digits of minute (00 through 59)
 	ss  = Two digits of second (00 through 59)
Element: <Request>
Definition:  This element contains the Request details and is visible to all parties involved in the transaction processing. This element is populated by the originator of the request and the same must be passed across all the entities.
 
Attribute: id
Definition:  Unique Identifier for the request across all entities. This will be created by the originator. This field along with source element’s value attribute will be used to identify each request uniquely across all the entities. 
Data Type:	Alphanumeric
Format:    	Min Length:   1
               	Max Length:  22
Attribute: refUrl
Definition: URL for the transaction
Data Type:	Alphanumeric with special characters 
Format:    	Min Length:   1
               	Max Length:  35
Attribute: type
Definition:  This attribute describes the type of the Request
Data Type:	Enumeration or Code. Length check is not there as it should be in the list of prescribed types. The allowed values are ACTIVATE or INACTIVATE as per the request initiated by user
Format:    	Min Length:   NA
               	Max Length:  NA

Element: <Source>
Definition:  This element contains the details of the originator of the request and the same must be passed across all the entities. 
Attribute: type
Definition:  This indicates the routing type to be used. Currently allowed routing type is only Bank short code and it should be always ‘CODE’. Length check will not be done as it should be always CODE
Data Type:	Alpha
Format:    	Min Length:   NA
               	Max Length:  NA
Attribute: value 
Definition:  This attribute contains the actual value of the routing type and this value will be used to identify the endpoint URL of the participant which is used to initiate any communication from NPCI
Data Type:	Alpha
Format:    	Min Length:   4
               	Max Length:  4
Attribute: name
Definition:  This attribute carries the name of the Source. 
Data Type:	Alphabets with special characters like dot, space, hyphen & single quote
Format:    	Min Length:   0
               	Max Length:  100
Element: <Destination>
Definition:  This element contains the details of the originator of the request and the same must be passed across all the entities. 
Attribute: type
Definition:  This indicates the routing type to be used. Currently allowed routing type is only Bank short code and it should be always ‘CODE’. Length check will not be done as it should be always CODE
Data Type:	Alpha
Format:    	Min Length:   NA
               	Max Length:  NA
Attribute: value 
Definition:  This attribute contains the actual value of the routing type and this value will be used to identify the endpoint URL of the participant which is used to initiate any communication from NPCI. Allowed value is bank shortcode
Data Type:	Alphanum 
Format:    	Min Length:   4
               	Max Length:  4
Attribute: name
Definition:  This attribute carries the name of the destination. 
Data Type:	Alphabets with special characters like dot, space, hyphen & single quote
Format:    	Min Length:   0
               	Max Length:  100
Element: <Detail>
Definition:  This element contains the parameters of the actual request and the same must be passed to Destination for processing. 
Attribute: accNo
Definition:  This attribute carries the account Number 
Data Type:	Numeric
Format:    	Min Length:   1
               	Max Length:  35
Attribute: aadhaar
Definition:  This attribute carries the aadhaar Number
Data Type:	Numeric
Format:    	Min Length:   12
               	Max Length:  12
Note: Apart from length and numeric pattern, it will be validated to ensure that it is not begin with “0” or “1” and it is as per verhoeff algorithm.
Attribute: custConsent
Definition:  To provide the customer consent on this parameter value. 
Data Type:	ENUM
Format:    	Min Length:   1
               	Max Length:  1
Values may be Y/N

Attribute: custName
Definition:  To provide the customer name as per aadhaar
Data Type:	AlphaNumeric
Format:    	Min Length:   1
               	Max Length:  100

Attribute: ifsc
Definition:  To provide the bank ifsc code 
Data Type:	Alphanumeric
Format:    	Min Length:   11
               	Max Length:  11
Value should contain first 4 digit ALPHA

Attribute: gender
Definition:  To provide the gender of the customer
Data Type:	ENUM
Values should be Male/Female/Others

Attribute: yearOfBirth
Definition:  To provide the year of Birth of the customer
Data Type:	Numeric
Format:    	Min Length:   4
               	Max Length:  4
Value should in format YYYY



Attribute: mobNo
Definition:  To provide the Mobile Number of the customer
Data Type:	Numeric
Format:    	Min Length:   10
               	Max Length:  10

Attribute: previousIIN
Definition:  To provide the previous IIN of bank where Aadhaar is already seeded
Data Type:	Numeric
Format:    	Min Length:   6
               	Max Length:  6

Atribute: filler1/ filler2
Definition:  for the use of future purpose in both request and response. It should be left blank 
Data Type:	Alphanum
Format:    	Min Length:   1
               	Max Length:  50

Element: <Resp>
Definition:  This element contains the information about the Response.

Attribute: ts
Definition:   Time of request from the creator of the message.
API request time stamp. Since timestamp plays a critical role, it is highly recommended that devices are time synchronized with a time server.
Data Type:	ISODateTime
Format:    	Min Length: 19
Max Length: 19 
               	YYYY-MM-DDThh:mm:ss
               	(eg 1997-07-16T19:20:30)
where;
 	YYYY = Four-digit year
 	MM = Two-digit month (01=January, etc.)
 	DD = Two-digit day of month (01 through 31)
 	hh = Two digits of hour (00 through 23) (am/pm NOT allowed)
 	mm = Ttwo digits of minute (00 through 59)
 	ss  = Two digits of second (00 through 59)
Attribute: result
Definition:  This attribute is used to indicate the end result of the requested message. And it should have the any one of the value from the pre-defined list.
Data Type:	Code 
Format:    	Min Length:   NA
               	Max Length:  NA
	Code
	Value

	SUCCESS
	Request/Response message is Successfully processed

	FAILURE
	Request/Response has been rejected either by NPCI or DEST









Attribute: rejectedBy
Definition:  This attribute is used to indicate the source of rejection in case of failure. And it should have the any one of the value from the pre-defined list.
Data Type:	Code 
Format:    	Min Length:   NA
               	Max Length:  NA

Attribute: errCode
Definition:  This attribute is used to indicate the reasons for rejection in case of failure.  Or the status code in case of success And it should have the one or many values from the pre-defined list. Multiple error codes will be separated by comma. For success resp value should be ‘000’
Data Type:	Code 
Format:    	Min Length:   NA
               	Max Length:  NA

Attribute: NpcirefId
Definition:  This attribute is used to indicate the uniqueness for the each request which will be generated by the NPCI only. In the request this attribute value should be given and in  response destination bank should provide the exact value which they have received in the request file 
Data Type:	Code 
Format:    	Min Length:   36
               	Max Length:  36

[bookmark: _Toc106875912]NPCI Error Code list for API: 
	SL.NO
	DESCRIPTION
	Error_Code

	1
	Duplicate Response
	222

	2
	Request Received after cut off time 
	211

	3
	Dynamic Error
	112

	4
	MISSING_MSG_SOURCE
	102

	5
	MISSING_SERVICE
	103

	6
	MISSING_TYPE
	104

	7
	MISSING_MESSAGE
	105

	8
	MISSING_HEAD
	115

	9
	MISSING_SOURCE
	116

	10
	MISSING_REQUEST
	118

	11
	MISSING_REQDATA
	119

	12
	MISSING_DETAIL
	120

	13
	HEAD_ATTR_MISSING
	130

	14
	SOURCE_ATTR_MISSING
	131

	15
	REQUEST_ATTR_MISSING
	133

	16
	DETAIL_ATTR_MISSING
	134

	17
	INVALID_HEAD_TS
	141

	18
	INVALID_HEAD_VER
	142

	19
	INVALID_SOURCE_TYPE
	143

	20
	INVALID_SOURCE_VALUE
	144

	21
	INVALID_SOURCE_NAME
	145

	22
	INVALID_REQUEST_ID
	146

	23
	INVALID_REQUEST_TYPE
	147

	24
	INVALID_REQUEST_REFURL
	148

	25
	INVALID_DETAIL_AADHAAR
	155

	26
	DECRYPT_DETAIL_AADHAAR
	163

	27
	INVALID_SERVICE
	201

	28
	INVALID_SOURCE
	202

	29
	INACTIVE_SOURCE
	203

	30
	FUTURE_HEAD_TS
	205

	31
	HEAD_TS_MORE_THAN_24_HRS
	206

	32
	MSG_SOURCE_MISMATCH
	218

	33
	NO_SIGNATURE or INVALID
	106

	34
	INVALID_TYPE
	111

	35
	INVALID_MESSAGE
	114

	36
	MISSING_RESPDATA
	123

	37
	MISSING_RESP
	122

	38
	INVALID_RESP_TS
	207

	39
	RESP_ATTR_MISSING
	136

	40
	FUTURE_RESP_TS
	207

	41
	RESP_TS_MORE_THAN_24_HRS
	208

	42
	MISSING_DESTINATION
	117

	43
	INVALID_DESTINATION_TYPE
	166

	44
	INVALID_DESTINATION_VALUE
	167

	45
	INVALID_DESTINATION_NAME
	168

	46
	DESTINATION_ATTR_MISSING
	132

	47
	RESULT_ATTR_INVALID
	149

	48
	ERRCODE_ATTR_INVALID
	150

	49
	REJECTEDBY_ATTR_INVALID
	151

	50
	Signature Error
	110

	51
	Parsing Error
	401

	52
	Invalid Request
	101

	53
	NPCI Ref No. is Null
	162

	54
	INVALID_SIGNATURE_METHOD_ALGO
	107

	55
	INVALID_DIGEST_ALGO
	108

	56
	NO_MATCHING_PUBLIC_KEY
	109

	57
	DB_ERROR
	112

	58
	 NpciRefID should be valid and should have valid matching record - Invalid NPCIRefId
	210





[bookmark: _Toc106875913]BASE Offline Flow
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Figure 2: Business Flow
Step1: Customer has initiated the request via Corporate Portal ie Web Browser (Eg: NPCI Portal, Other Govt Entity) 
Step2: Browser has redirected the user to Aadhaar Seeding Platform where he enters Aadhaar Number along with required details.
Step3: Seeding Platform will forward that request to UIDAI for Customer Authentication via OTP generation
Step4: UIDAI will generate the OTP and send it to Customer for Authentication
Step5: Customer will enter the OTP for Authentication
Step6: Seeding Platform will forward that OTP to UIDAI for Verification 
Step7: UIDAI sends response for OTP Verification. If the request is not authenticated by UIDAI then the flow ends here by showing the error message in Corporate Portal.
Step8: Once it is successfully authenticated, then the seeding platform will call Aadhaar Status API to Aadhaar Mapper
Step9: Aadhaar Mapper will provide the details of Bank IIN mapped to that Aadhaar number
Step10: Seeding Platform will redirect page to corporate for customer confirmation to proceed if aadhaar is already available (mapped to that requested bank /other bank). If the bank is not available in API
Step11: Once customer authorized the request, seeding platform place the file in designated folder and triggered http call for notifying File Gateway(SFG)Bank for file location to process. This is patch process and it is configurable for scheduling the push.
Step12: Bank will download the seeding files from File Gateway(SFG) for further processing. If account is not applicable for seeding process, then Step 14 and proceed Step 15
Step13: Bank will initiate seeding process with aadhaar Mapper and the same will be acknowledged and send the response for seeding request by Aadhaar Mapper,
Step14: Bank will upload the response file for seeding request received from SFG 
Step 15: SFG triggers the http call for notifying seeding platform for status update of seeding request processed and placed at designated folder.
Step 16:  Seeding platform will pick the files from designated folder and send acknowledgement as success/failure. 
Step 17:  Bank will download the acknowledgment files from File Gateway(SFG) to know the final status of response initiated for seeding request.
Step18: Seeding Platform will direct the status update of Seeding Request to Corporate Portal whenever the customer calls check status API for seeding request triggered using system generated reference number.
For File Signing & encryption of files  please refer Appendix 3 – Signing & Encryption
1.12 [bookmark: _Toc106875914]Seeding Input file received by Bank
File Naming Convention
<Process Name>-<TransType>-<Bank Identifier>-<Date>-< BatchNo>-< FileNo>-INP.csv
Where:
· Process Name – REQ
· Trans Type – SEED
· Bank Identifier – 4 Char Unique Bank Identifier in System
· Date –ddmmyyyy (Date of Upload)
· BatchNo – 11 digit running sequence number
· FileNo- 5 

Eg:REQ-SEED-HDFC-BASE-02072021-BatchNo-FileNo-INP.csv
File format
The file format is provided in Appendix 1 - BASE File Formats 
Sample File
Sample File is provided in Appendix 2 – BASE Sample Files
1.13 [bookmark: _Toc106875915]Seeding Response file uploaded by Bank
File Naming convention
<Process Name>-<TransType>-<Bank Identifier>-<LoginId>-<Date>-< BatchNo>-< FileNo>-RES.csv
E.g. REQ-SEED-ABCD-ABCDUser-02072021-BatchNo-FileNo-RES.csv
File Format
The file formats are provided in Appendix 1 - BASE File Formats 
Sample File
Sample Files are provided in Appendix 2 – BASE Sample Files
1.14 [bookmark: _Toc106875916]Seeding Response Ack received by Bank(XML)
File Naming convention
<Process Name>-<TransType>-<Bank Identifier>-<LoginId>-<Date>-< BatchNo>-< FileNo>-RES-ACK.xml
E.g. REQ-SEED-ABCD-ABCDUser-02072021-BatchNo-FileNo-RES-ACK.xml
File Format
The file formats are provided in Appendix 1 - BASE File Formats 
Sample File
Sample Files are provided in Appendix 2 – BASE Sample Files
1.15 [bookmark: _Toc106875917]Seeding Response Ack received by Bank(CSV)
File Naming convention
<Process Name>-<TransType>-<Bank Identifier>-<LoginId>-<Date>-< BatchNo>-< FileNo>-RES-ACK.csv
E.g. REQ-SEED-ABCD-ABCDUser-02072021-BatchNo-FileNo-RES-ACK.csv
File Format
The file formats are provided in Appendix 1 - BASE File Formats 
Sample File
Sample Files are provided in Appendix 2 – BASE Sample Files
** Bank may receive either xml Ack or csv Ack for Response File Upload

Response Reason Code master for Banks:
Bank should provide only these codes as part of the response for both online and offline flow
	status_code 
	                                     status_value                                     

	0
	 Mandate date in the record must be greater than that of the existing UID             

	1
	 Duplicate UID record                                                                 

	2
	 Future mandate date is not accepted                                                  

	3
	 Fresh insert must be Active only                                                     

	5
	 Aadhaar Number is not mapped to your IIN or Scheme                                   

	7
	 Inserted For the First Time                                                          

	8
	 Updated UID record                                                                   

	12
	 Mandate Flag must be Y                                                               

	13
	 Mapped to Some Other Bank and OD already exists                                      

	14
	 OD can be set Y only when mandate flag is Y                                          

	15
	 Aadhaar number cannot be inactivated when OD flag Y                                  

	16
	 Future OD date is not accepted                                                       

	17
	 OD date in the record must be greater than that of the existing OD date              

	18
	 OD date in the record must be greater than or equal to Mandate date                  

	19
	 Mandate should not be prior to 2012 January                                          

	20
	 Mandate date in the record must be greater than or equal to that of the existing UID 

	21
	 Aadhaar number updated as banks merged                                               

	22
	 Mandate flag and Mandate date is mandatory for fresh insert                          

	23
	 Mandate flag and Mandate date is mandatory                                           

	24
	 Reseeding is not allowed for your Bank                                               

	25
	 Previous Bank IIN should be Empty or should be same as Mapped IIN for Fresh Insert   

	26
	 Previous Bank IIN is Mandatory in case of Re-Seeding the Aadhaar                     

	27
	 Previous Bank IIN is NOT matching with Current Mapped IIN of Aadhaar                 

	28
	 Same record in multiple times in same file                                           

	29
	 OrgId not avaliable  in DB                                                           

	30
	 Fresh Insert is NOT allowed for your Bank                                            

	31
	 Deseeding is NOT allowed for your Bank                                               

	32
	 Mandate date must be current date for deseeding                                      

	33
	 Aadhaar number cannot be deseeded when OD flag is Y                                  

	34
	 OD date must be empty for aadhaar deseeding                                          

	35
	 Previous bank is currently blocked in NACH                                           

	36
	 No participant available for deseeding                                               

	37
	 Deseeded UID Record                                                                  




[bookmark: _Toc6911735][bookmark: _Toc6911833][bookmark: _Toc106875918] Appendix
1.16 [bookmark: _Appendix_1_–][bookmark: _Toc106875919]Appendix 1 – BASE File Formats


1.17 [bookmark: _Appendix_2_–][bookmark: _Toc106875920]Appendix 2 – BASE Sample Files


1.18 [bookmark: _Appendix_3_–][bookmark: _Toc106875921]Appendix 3 – Signing & Encryption 
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BASE File Format.xlsx


BASE File Format.xlsx
INP

		File Name:-REQ-SEED-HDFC-BASE-02072021-BatchNo-FileNo-INP.csv

						Sr.No.		Field Name		Field Type		Max Length		Mandatory/Optional		Remarks				BatchNo		11

						1		Header Identifier		NUM		11		M						FileNo		5

						2		Destination Bank IIN		NUM		6		M

						3		Date of Input		NUM		10		M

						4		Input file number		NUM		5		M

						5		Total number of records		NUM		6		M

						6		Filler1		ALPNUM		50		O

						Sr.No.		Field Name		Field Type		Max Length		Mandatory/Optional		Remarks

						1		Detail record identifier		NUM		11		M

						2		Request Reference Number		ALPNUM		36		M

						3		Aadhaar Number		NUM		12		M

						4		IFSC		ALPNUM		11		M

						5		Seeding Type		ALPNUM		20		M		ACTIVATE/INACTIVATE

						6		AccountNumber		ALPNUM		35		M

						7		CustomerConsent		ENUM		1		Y		Default as Y

						8		CustomerName		ALPNUM		50		M

						9		YearofBirth		NUM		4		M

						10		Gender		ALPNUM		15		M		MALE/FEMALE/OTHER

						11		MobileNumber		NUM		10		M

						12		PreviousBankIIN		NUM		6		O

						13		Filler1		ALPNUM		50		O

						14		Filler2		ALPNUM		50		O

						***Fillers are created for futuristic purpose





RES-Val

		File Name:-REQ-SEED-HDFC-HDFCUser-02072021-BatchNo-FileNo-RES.csv



						Sr.No.		Field Name		Field Type		Max Length		Mandatory/Optional		Remarks				BatchNo		11

						1		Header Identifier		NUM		11		M		As per request				FileNo		5

						2		Uploading Bank IIN		NUM		6		M		Uploading Bank IIN

						3		User Name		ALPNUM		30		M		Uploading bank username

						4		Date of Response		NUM		10		M		Date of Response Upload

						5		Input file number		NUM		5		M		As per request

						6		Total number of records		NUM		6		M		As per request

						7		Filler1		ALPNUM		50		O



						Sr.No.		Field Name		Field Type		Max Length		Mandatory/Optional		Remarks

						1		Detail record identifier		NUM		11		M		As per request

						2		Request Reference Number		ALPNUM		36		M		As per request

						3		ReasonCode		ALPNUM		3		M		Reject Reason Codes from BANK(only NPCI defined codes are allowed)

						4		Filler1		ALPNUM		50		O

						5		Filler2		ALPNUM		50		O

						***Fillers are created for futuristic purpose



































RES-ACK.csv

		File Name:-REQ-SEED-HDFC-HDFCUser-02072021-BatchNo-FileNo-RES-ACK.csv

						Sr.No.		Field Name		Field Type		Max Length		Mandatory/Optional		Remarks

						1		Header Identifier		NUM		11		M		As per request

						2		Destination Bank IIN		NUM		6		M		As received by Bank 

						3		Date of Ack 		NUM		10		M		Date of ACK generation

						4		Input file number		NUM		5		M		As per request

						5		Total number of records		NUM		6		M		As per request

						6		Filler1		ALPNUM		50		O

						Sr.No.		Field Name		Field Type		Max Length		Mandatory/Optional		Remarks

						1		Detail record identifier		NUM		11		M		As per request

						2		Request Reference Number		ALPNUM		36		M		As per request

						3		ReasonCode		ALPNUM		3		M		Reject Reason Codes from BASE

						4		Filler1		ALPNUM		50		O

						***Fillers are created for futuristic purpose
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BASE Sample File.zip


BASE Sample File/REQ-ACC-HDFC-BASE-10112021-12345678912-54322-INP.txt

12345678912,456897,2021-11-10,54322,1

55545678922,654745DFRN76598746NDURYURTGURHJG6785,567459845849,7684976590695,Y






BASE Sample File/REQ-ACC-HDFC-HDFCUser-10112021-12345678912-54322-RES.txt

12345678912,456897,2021-11-10,54322,1

55545678922,654745DFRN76598746NDURYURTGURHJG6785,Y,S601,Y,7684976590695,T651,KARTHIK






BASE Sample File/REQ-SEED-HDFC-BASE-10112021-12345678911-54321-INP.txt

12345678911,456897,2021-11-10,54321,1

55545678911,654745DFRN76598746NDURYURTGURHJG6785,567459845849,HDFC0736383,ACTIVATE,7684976590695,Y,KARTHIK,1993,MALE,9876543211






BASE Sample File/REQ-SEED-HDFC-HDFCUser-10112021-12345678911-54321-RES.txt

12345678911,456897,2021-11-10,54321,1

55545678911,654745DFRN76598746NDURYURTGURHJG6785,V01
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Signing & Encryption.docx
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[bookmark: _Toc6911719][bookmark: _Toc6911817][bookmark: _Toc42185104]Introduction

This document details the requirement of banks to use the NPCI NACH system. The document talks about the digital signing and encryption in NACH

As per RBI compliance, any personally identifiable information (PII) data that could potentially identify a specific individual needs to be protected. Any information that can be used to distinguish one person from another and can be used for de-anonymizing anonymous data can be considered PII. Sensitive PII is information which, when disclosed, could result in harm to the individual whose privacy has been breached. Sensitive PII should therefore be encrypted in transit and when data is at rest. Such information includes biometric information, medical information, personally identifiable financial information (PIFI) and unique identifiers such as Aadhaar Number, Account Number, Mobile Number, Customer Name etc.

[bookmark: _Toc42185105] Current Process:

NPCI and member banks exchange files for processing of NACH financial and non-financial transactions, recon and settlement reports. In the existing process, all the financial and non-financial files are signed using the signing certificate.

[bookmark: _Toc42185106] Proposed Process:

All the financial, non-financial transactions files will be digitally signed and encrypted. Reconciliation and settlement reports will be encrypted using PGP encryption standards. This is achieved using public and private key mechanism between member banks and NPCI.








[bookmark: _Toc343957559][bookmark: _Toc330543822][bookmark: _Toc330556620][bookmark: _Toc330563610][bookmark: _Toc330589415][bookmark: _Toc330543823][bookmark: _Toc330556621][bookmark: _Toc330563611][bookmark: _Toc330589416][bookmark: _Toc330543824][bookmark: _Toc330556622][bookmark: _Toc330563612][bookmark: _Toc330589417][bookmark: _Toc330543825][bookmark: _Toc330556623][bookmark: _Toc330563613][bookmark: _Toc330589418][bookmark: _Toc330543826][bookmark: _Toc330556624][bookmark: _Toc330563614][bookmark: _Toc330589419][bookmark: _Toc330543827][bookmark: _Toc330556625][bookmark: _Toc330563615][bookmark: _Toc330589420][bookmark: _Toc330543828][bookmark: _Toc330556626][bookmark: _Toc330563616][bookmark: _Toc330589421][bookmark: _Toc330543829][bookmark: _Toc330556627][bookmark: _Toc330563617][bookmark: _Toc330589422][bookmark: _Toc330543830][bookmark: _Toc330556628][bookmark: _Toc330563618][bookmark: _Toc330589423][bookmark: _Toc330543831][bookmark: _Toc330556629][bookmark: _Toc330563619][bookmark: _Toc330589424][bookmark: _Toc330543832][bookmark: _Toc330556630][bookmark: _Toc330563620][bookmark: _Toc330589425][bookmark: _Toc330543833][bookmark: _Toc330556631][bookmark: _Toc330563621][bookmark: _Toc330589426][bookmark: _Toc330543834][bookmark: _Toc330556632][bookmark: _Toc330563622][bookmark: _Toc330589427][bookmark: _Toc330543835][bookmark: _Toc330556633][bookmark: _Toc330563623][bookmark: _Toc330589428][bookmark: _Toc330543836][bookmark: _Toc330556634][bookmark: _Toc330563624][bookmark: _Toc330589429][bookmark: _Toc330543837][bookmark: _Toc330556635][bookmark: _Toc330563625][bookmark: _Toc330589430][bookmark: _Toc42185107][bookmark: _Toc6911720][bookmark: _Toc6911818]Signing and Encryption process 

[bookmark: _Toc42185108] Transaction files 

Transaction files includes financial and non-financial files other than reports processed in NACH. Files should be first digitally signed and then the signed file will be encrypted using Pretty Good Privacy (PGP) encryption program.

[image: ]

Source to NPCI

Signing Using Private key certificate of the Source Bank

Encryption would be done using the public key of the certificate shared by NPCI.

NPCI to Destination Bank

Signing Using Private key certificate of NPCI

Encryption would be done using the Public Key of the certificate shared by destination Bank.

Destination Bank to NPCI

Signing Using Private key certificate of Destination Bank

Encryption would be done using the Public Key of the certificate shared by NPCI.

NPCI to Source

Signing Using Private key certificate of NPCI

Encryption would be done using the Public Key of the certificate shared by the Source bank.









[bookmark: _Toc42185109] Reports

All the reports sent to the banks will be encrypted using PGP encryption. 

[image: ]

NPCI to Banks

Encryption would be done using the Public Key of the certificate shared by destination Bank.

1.3 [bookmark: _Toc6911729][bookmark: _Toc6911827][bookmark: _Toc42185110] Digital Certificates for signing

1. Class II certificates for users of ACH and MMS & class III certificated for banks coming through Host-to-Host

2. Procure certificates from IDRBT or any of the CAs approved by IDRBT

3. Procure standard crypto tokens supporting PKCS#7

[bookmark: _Toc6911730][bookmark: _Toc6911828][bookmark: _Toc42185111] Digital File Signing

The following section provides details of how the file signing and verification needs to be done by the banks for NPCI ACH project. The format needs to be used for all files that are being sent to NPCI ACH system.

Similarly, for all files received from NPCI ACH system will be digitally signed. Bank needs to validate the signed file using the NPCI certificate using public key.

The purpose of a digital signature is to ensure data authenticity and that the data is coming from an authentic source. The signature is to be generated based on SHA 256 algorithm. The signature along with data and certificate are to be sent in single file which is an XML envelope.

Following process is to be followed by the bank and corporates (direct corporate) for signing the file and creating the XML envelope with data, signature and certificate:

1. Create signature with original data

2. Base 64bit encoding of original data and certificate

3. Enveloping all three 64 bit base encoded content (original data, signature and certificate) into single XML file using the below mentioned format.

4. The format and tags to be used for the XML envelope is provided below.

5. The XML envelope thus generated is then sent across by bank and from ACH.



The XML file will look like - 

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>

<Envelope>

	<OrgContent>

		.

		.

	</OrgContent>

	<Signature>

		Y7z1Y+c+u80a9vhUSi 

			.			.

			.

		u80a9vhUSi==

	</Signature>

	<Certificate>

		MIIExjCCA66gAwIBAgIJNv5

			.			.

			.

		66gAwIBAgIJNv5=

	</Certificate>

</Envelope>

In the above file structure, the actual data after base 64 encoding is put under “OrgContent” tags of XML envelope.

Reference - Approach for Creating Signature using Java APIs

[bookmark: _Toc6911731][bookmark: _Toc6911829][bookmark: _Toc42185112] ACH File Signing using PKCS#7 Signature in Java

Steps Involved in Signing:

Creating Signature

Java security packages can be used for the signature creation.

Following are the steps we need to follow for signature creation.

1. Use a PKCS keystore (pfx file) (as specified by the certificate vendor)

2. Specify  the signature algorithm (SHA256WITHRSA)

3. Read the file from system (original file)

4. Create an instance of Bouncy Castle's CMSSignedDataGenerator call addSigner API by passing private key, certificate and digest algorithm(SHA256WITHRSA)

5. Create an instance of the java.security.Signature class with specified signature algorithm.

6. Use initSign method of  java.security.Signature to initiate a signature with the private key of the user (private key extracted from the pfx file)

7. Use update method of  java.security.Signature and pass the original file (without Base64 encoded)

8. Now use sign method of  java.security.Signature which will return the signature in bytes

9. Now encode the signature with Base64 encoder

10. Extract the public key certificate from the keystore and encode it to Base64.

11. Encode the original file also into Base64.



Signed Envelope has following three components: 

1. OrgContent- Original data is encoded in Base64.

2. Signature- Generate detached signed data by using the private key and certificate. SHA256 digest algorithm is used. DER Encoded signed data is retrieved from the signed data and Base64 encoded.

3. Certificate- Certificate matching the above signer id is retrieved from the store and Base64 encoded.

Verification of Signed data

1. Original data and signature data are Base64 decoded. Signer instance is created using both data.

2. Certificate data is Base64 decoded and passed to the signer for verifying.

For the verification process to verify whether the data that was sent is authentic and has not been tampered with, the following steps are followed during the verification process:

1. The data is received in the form of a XML envelope. The XML file is parsed to get the signature, the original data and the certificate.

2. The public key of the certificate and the data is then used to verify the signature.

3. If the data has been tampered, the signature verification fails. Thus allowing checking the authenticity of the data.

4. Original data can be extracted from the “OrgContent” node in the XML file.



[bookmark: _Toc330543850][bookmark: _Toc330556649][bookmark: _Toc330563639][bookmark: _Toc330589444][bookmark: _Appendix_1_–][bookmark: _Appendix_2_–_1][bookmark: _MON_1432370358][bookmark: _MON_1432372874][bookmark: _MON_1581249726][bookmark: _MON_1435165533][bookmark: _MON_1447856074][bookmark: _MON_1404306247][bookmark: _MON_1434888888][bookmark: _Appendix_2_–][bookmark: _MON_1462697221][bookmark: _Appendix_3_–][bookmark: _Toc330543855][bookmark: _Toc330556654][bookmark: _Toc330563644][bookmark: _Toc330589449][bookmark: _Toc330543856][bookmark: _Toc330556655][bookmark: _Toc330563645][bookmark: _Toc330589450][bookmark: _Toc330543857][bookmark: _Toc330556656][bookmark: _Toc330563646][bookmark: _Toc330589451][bookmark: _Toc330543858][bookmark: _Toc330556657][bookmark: _Toc330563647][bookmark: _Toc330589452][bookmark: _Appendix_4_–][bookmark: _Appendix_5_–][bookmark: _Toc42185113] PGP Encryption

Pretty Good Privacy (PGP) is an encryption program that provides cryptographic privacy and authentication for data communication. PGP is used for encrypting, and decrypting files which will be shared with Member Banks from NPCI and Vice-Versa.

Public and private keys play a vital role in PGP to encrypt and decrypt the data. Public key is used to encrypt the data and private keys issued to decrypt the data. NPCI will share the tool and the Key corresponding to Bank for PGP encryption / Decryption.



Get the PGPPrivateKey and PGPPublicKey from the PKCS keystore (pfx file)  and x.509 certificates respectively for the PGP encryption and decryption process, however pgp internally uses compression and symmetric key encryption process.

Compression (ZIP) used for the reduce the size of the final output file and symmetric key (AES 256) for faster encryption process.

 























2.5.1 Encryption and Decryption Coding in java:



Converting public key to PGPpublickey in java:



(new JcaPGPKeyConverter().getPGPPublicKey(PGPPublicKey.RSA_GENERAL, <PublicKey object>, new Date()))



Converting Privatekey to PGPPrivatekey in java:



(new JcaPGPKeyConverter().getPGPPrivateKey(<PublicKey object>, <PrivateKey object>))



Certificate extenstions:



Application would support .CER or *.CRT certificate extensions



Encryption sample code in java:









Decryption sample code in java:









NPCI Confidential	Page 10 of 10

image2.png

Digitally Sign
using source

private

Source

Encrypt files
using
destination
public key

Destination

Decrypt files using
private key and
verify signature

using sources
public key







image3.png

NPCI Banks

Encrypt files using

Decrypt files using

destination public key private key







image4.emf

Encrypt_SampleCod e.java




Encrypt_SampleCode.java



    
    
    Encrypt_SampleCode.java
    
    


Encrypt_SampleCode.java    public static void rsaEncryptFile(OutputStream out, String fileName,  PGPPublicKey encKey, boolean armor,
            boolean withIntegrityCheck)  {
        
        try {
            Security.addProvider(new BouncyCastleProvider());

            if (armor) {
                out = new ArmoredOutputStream(out);
                
            }

            ByteArrayOutputStream bOut = new ByteArrayOutputStream();
        

            PGPCompressedDataGenerator comData = new PGPCompressedDataGenerator(PGPCompressedData.ZIP);

            PGPUtil.writeFileToLiteralData(comData.open(bOut), PGPLiteralData.BINARY,new File(fileName));
            

            comData.close();

            JcePGPDataEncryptorBuilder c = new JcePGPDataEncryptorBuilder(PGPEncryptedData.AES_256)
                    .setWithIntegrityPacket(withIntegrityCheck).setSecureRandom(new SecureRandom()).setProvider("BC");

            PGPEncryptedDataGenerator cPk = new PGPEncryptedDataGenerator(c);

            JcePublicKeyKeyEncryptionMethodGenerator d = new JcePublicKeyKeyEncryptionMethodGenerator(encKey)
                    .setProvider(new BouncyCastleProvider()).setSecureRandom(new SecureRandom());

            cPk.addMethod(d);

            
            byte[] bytes = bOut.toByteArray();

            OutputStream cOut = cPk.open(out, bytes.length); 
            
              cOut.write((bytes));
//            bw.write(Base64.getEncoder().encodeToString(bytes));
//            FileUtils.copyFile(new File("D:\\Development_Docs\\PGP\\Bulk\\plain-text-common.pgp"), cOut);
            
              
              
              cOut.close();
              out.close();
             // bw.close();
            
        }catch (Exception e) {
            // TODO: handle exception
            e.printStackTrace();
        }
        
    }
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Decrypt_SampleCode.java



    
    
    Decrypt_SampleCode.java
    
    


Decrypt_SampleCode.java    @SuppressWarnings("unchecked")
    public void rsaDecryptFile(InputStream in, OutputStream out, PGPPrivateKey priK)  {
        try {
            Security.addProvider(new BouncyCastleProvider());
            
            in = org.bouncycastle.openpgp.PGPUtil.getDecoderStream(in);
            PGPObjectFactory pgpF = new PGPObjectFactory(in);
            PGPEncryptedDataList enc;
            Object o = pgpF.nextObject();
            //
            // the first object might be a PGP marker packet.
            //
            if (o instanceof PGPEncryptedDataList) {
                enc = (PGPEncryptedDataList) o;
            } else {
                enc = (PGPEncryptedDataList) pgpF.nextObject();
            }

            //
            // find the secret key
            //
            Iterator<PGPPublicKeyEncryptedData> it = enc.getEncryptedDataObjects();
            PGPPrivateKey sKey = null;
            PGPPublicKeyEncryptedData pbe = null;

            while (sKey == null && it.hasNext()) {
                pbe = it.next();
//              sKey = findSecretKey(pubK, pbe.getKeyID(), priK);
                sKey = priK;
                

            }

            if (sKey == null) {
                throw new IllegalArgumentException("Secret key for message not found.");
            }

            
            
            
            PublicKeyDataDecryptorFactory b = new JcePublicKeyDataDecryptorFactoryBuilder().setProvider("BC")
                    .setContentProvider("BC").build(sKey);

            InputStream clear = pbe.getDataStream(b);
            PGPObjectFactory plainFact = new PGPObjectFactory(clear);

            Object message = plainFact.nextObject();
            System.out.println("Secret key info 3:: " + pbe.getKeyID() + new Date());
            if (message instanceof PGPCompressedData) {
                PGPCompressedData cData = (PGPCompressedData) message;
                PGPObjectFactory pgpFact = new PGPObjectFactory(cData.getDataStream());

                message = pgpFact.nextObject();
            }
            
            if (message instanceof PGPLiteralData) {
                PGPLiteralData ld = (PGPLiteralData) message;
                InputStream unc = ld.getInputStream();
                int ch;
                

                
                /*
                 * while ((ch = unc.read()) >= 0) { out.write(ch); }
                 */
                 

                FileUtils.copyInputStreamToFile(unc, new File("D:\\Development_Docs\\PGP\\Bulk\\target.txt"));

                
            } else if (message instanceof PGPOnePassSignatureList) {
                throw new PGPException("Encrypted message contains a signed message - not literal data.");
            } else {
                throw new PGPException("Message is not a simple encrypted file - type unknown.");
            }
            

            if (pbe.isIntegrityProtected()) {
                if (!pbe.verify()) {
                    throw new PGPException("Message failed integrity check");
                }
            }
            
            
        }catch (PGPException e) {
            // TODO: handle exception
            e.printStackTrace();
        }catch (Exception e) {
            // TODO: handle exception
            e.printStackTrace();
        }
        
        
    }
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