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1. [bookmark: _Toc27060908]Introduction
This document details the requirement for banks & corporates to develop the required interface for interacting with the Mandate Authorization gateway service.  
The file formats for request & response are covered in this document. 
[bookmark: _Toc525125428][bookmark: _Toc525125647][bookmark: _Toc525139419][bookmark: _Toc27060909]Abbreviation
The below abbreviations are used in the document. 
	NPCI
	National Payments Corporation of India

	ONMAGS
	Online Mandate Approval Gateway Service



 


2. [bookmark: _Toc343957559][bookmark: _Toc330543822][bookmark: _Toc330556620][bookmark: _Toc330563610][bookmark: _Toc330589415][bookmark: _Toc330543823][bookmark: _Toc330556621][bookmark: _Toc330563611][bookmark: _Toc330589416][bookmark: _Toc330543824][bookmark: _Toc330556622][bookmark: _Toc330563612][bookmark: _Toc330589417][bookmark: _Toc330543825][bookmark: _Toc330556623][bookmark: _Toc330563613][bookmark: _Toc330589418][bookmark: _Toc330543826][bookmark: _Toc330556624][bookmark: _Toc330563614][bookmark: _Toc330589419][bookmark: _Toc330543827][bookmark: _Toc330556625][bookmark: _Toc330563615][bookmark: _Toc330589420][bookmark: _Toc330543828][bookmark: _Toc330556626][bookmark: _Toc330563616][bookmark: _Toc330589421][bookmark: _Toc330543829][bookmark: _Toc330556627][bookmark: _Toc330563617][bookmark: _Toc330589422][bookmark: _Toc330543830][bookmark: _Toc330556628][bookmark: _Toc330563618][bookmark: _Toc330589423][bookmark: _Toc330543831][bookmark: _Toc330556629][bookmark: _Toc330563619][bookmark: _Toc330589424][bookmark: _Toc330543832][bookmark: _Toc330556630][bookmark: _Toc330563620][bookmark: _Toc330589425][bookmark: _Toc330543833][bookmark: _Toc330556631][bookmark: _Toc330563621][bookmark: _Toc330589426][bookmark: _Toc330543834][bookmark: _Toc330556632][bookmark: _Toc330563622][bookmark: _Toc330589427][bookmark: _Toc330543835][bookmark: _Toc330556633][bookmark: _Toc330563623][bookmark: _Toc330589428][bookmark: _Toc330543836][bookmark: _Toc330556634][bookmark: _Toc330563624][bookmark: _Toc330589429][bookmark: _Toc330543837][bookmark: _Toc330556635][bookmark: _Toc330563625][bookmark: _Toc330589430][bookmark: _Toc27060910]Interface specification details for Mandate Approval
[bookmark: _Toc27060911]Registration with NPCI
The banks & Corporates who want to leverage the service need to be registered with NPCI and get certified. 
[bookmark: _Toc27060912]Mandate Approval function flow
The mandate approval flow is initiated from the Merchant end, request validated at NPCI end and forwarded to the Bank for authorization. The confirmation provided back by the Destination Bank is relayed back to the merchant. 
[bookmark: _Toc525053830]Mandates created through ONMAGS will be auto registered in MMS. The overall flow and the integration between ONMAGS and MMS systems is explained by the below diagram. 
[image: ]
There are 2 process flows through which merchant request is serviced at NPCI. The two process flows are explained in detail in the below sections. 
2.1.1 [bookmark: _Toc27060913]Process Flow with Bank ID & AuthMode not passed from Merchant (Normal Flow)
The below diagram illustrates the functional flow of mandate authorization when Bank ID & Authentication Mode are not passed from Merchant.  This will be the normal flow.  	
[image: ]
· Customer logins to the merchant site where he/she would be shown the mandate Information
· Specific details of the mandate along with deduction details needs to be shown.  
· Customer can proceed with accepting the mandate if he/she finds the information displayed is correct
· Corporate site needs to capture certain customer specific information like Bank Account Number, Account Type which are mandatory. There are other optional fields like Phone, Email etc. which customer can enter or can leave it blank.  
· Customer would be redirected to NPCI ONMAGS interface page. 
· Customer would be asked to select either of Netbanking & Debit Card option for authentication. Once the selection is made NPCI ONMAGS interface will list the list of banks registered for the particular authentication mode.  
· Based on the Bank & the authentication mode selected, NPCI would redirect to the corresponding Bank’s authentication website
· In the Banks page customer will authenticate either using the user’s net banking                 credential or Debit Card details based on the authentication mode user had selected in the NPCI ONMAGS page. 
· Bank need to validate whether the Account Number passed in the request XML matches the Account Number through which the customer has authenticated the login. 
· Once verified Bank Page will display the summary of the mandate and provide option for accepting or rejecting the mandate
· Once the customer has selected either of Approve / Reject link he would be redirected back to NPCI ONMAGS interface
· The NPCI ONMAGS interface will auto redirect to the merchant site
· Merchant site will display the status of Mandate Approval

2.1.2 [bookmark: _Toc27060914]Process Flow with Bank ID & AuthMode passed from Merchant (Direct Flow)
The below diagram illustrates the functional flow of mandate authorization when Bank ID & Authentication Mode are passed from Merchant. This is termed as the direct flow.
[image: ]
· Customer logins to the merchant site where he/she would be shown the mandate Information
· Specific details of the mandate along with deduction details needs to be shown.  
· Customer can proceed with accepting the mandate if he/she finds the information displayed is correct(Customer needs to enter the Bank account number before proceeding)
· Merchant site needs to provide the option for selecting Bank & Authentication Mode (Netbanking). Merchant site has to ensure that the Banks which are listed for authentication are listed in the authorized Bank list of NPCI registered for ONMAGS. 
· Customer would be redirected to NPCI ONMAGS interface. 
· NPCI Interface would show an intermittent page while processing happens in the back ground. 
· If the validation is successful then NPCI will auto redirect to Bank’s authentication page based on the Bank ID & Authentication Mode selected by the end user in the merchant site.   
· If the validation fails then NPCI will redirect back to the Merchant Site posting the Error XML response. 
· Bank will display the authenticaition Page of Netbanking 
· In the Banks page customer will authenticate either using the user’s net banking                 credential based on the authentication mode user had selected in the NPCI ONMAGS page. 
· Bank need to validate whether the Account Number passed in the request XML matches the Account Number through which the customer has authenticated the login. 
· Once verified Bank Page will display the summary of the mandate and provide option for accepting or rejecting the mandate
· Once the customer has selected either of Approve / Reject link he would be redirected back to NPCI ONMAGS interface
· The NPCI ONMAGS interface will auto redirect to the merchant site
· Merchant site will display the status of Mandate Approval
[bookmark: _Toc27060915]Interface Layer
NPCI ONMAGS interface will act as the interfacing layer between the Merchant site and the Destination Bank site. Necessary ports needs to be opened between NPCI servers, Bank & Merchant servers. Also required certificates needs to be installed at NPCI, Merchate Site & Bank Site servers. 
 
3. [bookmark: _Toc27060916]
Specification Format for Request & Response
Appendix 9.1 lists the XML file format for the request & response. 
The specification for below request / response are listed in the document. The data format would be XML.  Schema structure and sample XML’s can he found in Appendix 9.3. 
· Merchant Mandate Request to NPCI
Merchant site when sending request to NPCI ONMAGS need to send the request in the specified format. 
· NPCI Mandate Request to Bank
NPCI ONMAGS will send the request to bank in the specified format
· Response from Bank to NPCI
Destination Bank will use this format for sending response bank to NPCI ONMAGS
· Response from NPCI to Merchant
NPCI ONMAGS will use this format for sending response back to Merchant Site. 



4. [bookmark: _Toc27060917]
Technical Integration Specification
The below section lists few of the technical requirements for the implementation. 
[bookmark: _Toc27060918]Merchant Site Integration Requirements
4.1.1 [bookmark: _Toc27060919]Request from Merchant to NPCI
Merchant site will display specific details of the Mandate to the end user. 
The below information should mandatorily be displayed apart from other details the merchant site proposes to display. 
· Utility Code of Merchant
· Corporate Name
· Consumer Reference Number
· Consumer Name
· Mandate Reference Number
· Amount of Deduction 
· Debit Type (Fixed Amount / Maximum Amount)
· Frequency of Deduction
· Start & End Period of Deduction/Valid until Cancelled
· Category
Following information should be obtained from the end user.
· Bank A/c Number
Bank A/c Number of the customer. This would be used by the destination bank to authenticate whether the account which customer logs in by providing the credentials matches with the account number provided in the merchant site. 
· A/c Holder Name
Name of the account holder. 
· Destination Bank Selection (Optional)
In case of the Corporates already mapped to specific Destination banks, then the merchant site can provide an option for the user to select the destination bank in the merchant portal itself. 

· Destination Bank Selection (Optional)
In case of the Corporates already mapped to specific Destination banks, then the merchant site can provide an option for the user to select the destination bank in the merchant portal itself. 
· Account Type (Optional)
The account type for the account based on which end user is going to authenticate in Net Banking mode. Possible options are SAVINGS / CURRENT. 
· Phone Number (Optional)
End user Phone Number provided for the account based on which authentication is going to be done. 
· Mobile Number (Optional)
End user Mobile Number provided for the account based on which authentication is going to be done. 
· Email ID (Optional)
End user Email ID provided for the account based on which authentication is going to be done. 
· PAN Number (Optional)
PAN Number of the end user
Once user enters the above information they can proceed for Bank Authentication. 
A link should be provided for the customer to proceed for Bank Authentication / Approval. On submitting the link, the merchant site should redirect to NPCI ONMAGS interface. 
There are two ways NPCI can post information to ONMAGS. 
· Browser redirection
This will be the URL most merchants need to use who are redirecting through browser.
Production_URL :
Merchant:
https://enach.npci.org.in/onmags/sendRequest
Bank:
https://enach.npci.org.in/onmags/bankResponse

UAT_URL:
Merchant:
https://103.14.161.144:8086/onmags/sendRequest
BANK:
https://103.14.161.144:8086/onmags/bankResponse
· API Call
For the specific requirement of certain merchants accessing the ONMAGS application as an API call we have provided a separate URL. This will be helpful to merchants who access ONMAGS from their respective app. The response information provided for the API call has to be displayed in the app. 
Production:
https://enach.npci.org.in/onmags/sendApiRequest
UAT:
https://103.14.161.144:8086/onmags/sendApiRequest
NPCI will validate the source of the request before processing the request. 
For securing the data passed between domains the data passed in the request should be encrypted & signed. 
Below are the steps to be done for securing the content of the Request Data passed from Merchant to NPCI:
1. Generating checksum for the secure information in the XML
The below attributes needs to be concatenated for the purpose of generating Checksum:
a) Debtor Account Number
b) First Collection Date
c) Final Collection Date
d) Collection Amount
e) Max Amount
The above attributes need to be concatenated with “|” symbol appended as the delimiter. The order of the attributes needs to be as mentioned above. In case any of the attribute is null then during concatenation the particular attribute will be replaced by an empty string. 
Since either of MaxAmt or ColltnAmt is mandatory the value of the empty field should be set to empty string before concatenating. 
Same applies to Final Collection Date which can be empty.
Example: 
If the below are the values for the fields to be concatenated: 
Debtor AccNO		: 1023344333
First Collection Date 	: 2019-04-29+05:30
Final Collection Date 	: 2019-04-29+05:30
Collection Amount 	: 
Max Amount 		: 1000
Then the concatenated string for generating checksum will look as below:
1023344333|2019-04-29+05:30|2019-04-29+05:30||1000

If the below are the values for the fields to be concatenated: 
Debtor AccNO		: 1023344333
First Collection Date 	: 2019-04-29+05:30
Final Collection Date 	: 
Collection Amount 	: 1000
Max Amount 		: 
Then the concatenated string for generating checksum will look as below:
1023344333|2019-04-29+05:30||1000|

Note: 
The attributes to be concatenated can be changed at later point of time. Please refer the latest version of the document for any revision on the attributes that needs to be marked for encryption. 
Generate checksum on the concatenated values. We will use SHA-256 as the hash function. 
2. Encrypt secure information in the XML. The below attributes in the XML needs to be encrypted. 
Debtor AccNO
First Collection Date
Final Collection Date
Collection Amount
Max Amount
Phone
Mobile
Email
Pan
The attributes mentioned above needs to be encrypted individually and placed in the respective XML tags. 
Note: -
· Phone, Mobile, Email & Pan are encrypted but not considered in the checksum computation. 
· The optional fields Phone, Mobile, Email & Pan needs to encrypted and included in the XML only if value is available for these fields. Empty or blank values for these fields should not be added in the XML. 
We will use the below methodology for encryption of secure information.
Encryption Methodology – Asymmetric
Hashing Algorithm – SHA256
Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits
	Encryption needs to be done using the Public Key certificate shared by NPCI. 
3. Signing of the Request XML
The request XML got from Step-2 has to be signed using the Private Key certificate of the merchant. 
Merchant needs to send the below data as MIME content with type as “application/x-www-form-urlencoded” in the request body. The following key-value pair needs to be posted in the body of the request. 
	Key
	Value

	MerchantID
	Participant ID of the Merchant in NACH

	SPID (Optional)
	In case a merchant has multiple certificates for each of its service providers then the ID of the Service Provider shared with NPCI has to be provided against this parameter

	MandateReqDoc
	Output of the Step-3

	CheckSumVal
	Encrypted Output of Step-1

	BankID (Optional)
	Valid Participant ID of the Bank. In case the corporate does not have any mapping with destination banks then the value would be blank.

	AuthMode (Optional)
	Will be either of “NetBanking” or “DebitCard”.


Note: - 
The Merchant ID & SP ID combination would be used to identify the signing certificate of the Merchant. Also the response URL (URL of response to merchant from NPCI) will as well identified by this combination. 
Merchant should share the Service Provider ID (SP ID) with NPCI when they go for multiple Certificate’s and URLS for Single Merchant ID.
CheckSumVal should be encrypted using the public key certificate shared by NPCI. 
MerchantID in the MIME message should be the same as the <ID> tag under <ReqInitPty> in the Request XML. 
Upon Mandate Approval / Rejection at the banking site by the end user NPCI ONMAGS would send the response shared by the bank with the merchant site. In case the request is rejected at NPCI ONMAGS layer itself NPCI will generate the response and send.  
NPCI will perform the following validations:
1. Verify if MerchantID is valid
2. If ServiceProviderID is provided verify if it is a valid service provider ID registered against the merchant in NPCI. 
3. If BankID is passed verify if it is a valid Bank ID
4. If AuthMode is passed verify if it is a valid AuthMode. 
5. Validate the MandateReqDoc xml data. 
The format of the merchant request XML is given below:
<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns="http://npci.org/ONMAGS/schema">
    <MndtAuthReq>
        <GrpHdr>
            <MsgId></MsgId>
            <CreDtTm></CreDtTm>
            <ReqInitPty>
                <Info>
                    <Id> </Id>
                    <CatCode> </CatCode>
                    <UtilCode> </UtilCode>
                    <CatDesc> </CatDesc>
                    <Name></Name>
			    <Spn_Bnk_Nm></Spn_Bnk_Nm>
                </Info>
            </ReqInitPty>
        </GrpHdr>
        <Mndt>
            <MndtReqId></MndtReqId>
			<Mndt_Type></Mndt_Type>
			<Schm_Nm><Schm_Nm>
            <Ocrncs>
                <SeqTp></SeqTp>
                <Frqcy></Frqcy>
                <FrstColltnDt></FrstColltnDt>
                <FnlColltnDt></FnlColltnDt>
            </Ocrncs>
            <ColltnAmt Ccy="INR"></ColltnAmt>
            <Dbtr>
                <Nm></Nm>
                <AccNo></AccNo>
			<Acct_Type></Acct_Type>
			<Cons_Ref_No></Cons_Ref_No>
			<Phone></Phone>
			<Mobile></Mobile>
			<Email></Email>
			<Pan></Pan>
            </Dbtr>
            <CrAccDtl>
                <Nm></Nm>
                <AccNo></AccNo>
                <MmbId></MmbId>
            </CrAccDtl>
        </Mndt>
    </MndtAuthReq>
</Document>

Given below are the validations done on the MandateReqDoc xml data. For more details refer to the Appendix Section.
	Element Name
	Validation
	Data Type
	Length
	Remarks

	xmlns
	Namespace tag. This is mandatory tag. Value cannot be empty. Namespace value should be “http://npci.org/ONMAGS/schema”
	Alpha Numeric
	
	 

	MsgId
	MSG ID from the merchant.
	Alpha Numeric
	35
	 

	CreDtTm
	Should be in ISO Date time format.
E.g.2017-02-09T15:11:39
	Alpha Numeric
	25
	 

	ID
	Request Initiating Party ID. In this case it will be Corporate / Merchant ID. Should not be null. Will be validated if this is a valid Merchant ID with the master. 
	Alpha Numeric
	18
	ID & UtilCode value would be the same. 

	UtilCode
	Utility Code would be validated against the masters. It should be 7 digit OLD ICS or 18 digit Utility code.
	Alpha Numeric
	18
	 ID & UtilCode value would be the same.

	CatCode
	Identifies under which category the mandate is created. Will be validated against the masters maintained by NPCI
	Alpha Numeric
	4
	 

	Name
	Should not be empty
	Alpha Numeric
	40
	Corporate Name. 

	Spn_Bnk_Nm
	Corporate Sponsor Bank Name
	Alpha Numeric
	140
	Should be a valid Bank Name as per MMS

	CatDesc
	Category Description should correspond to Category Code in the Master
	Alpha Numeric
	50
	

	MndtReqId
	Mandate Req ID length should be <= 35. Should be unique for the day
	Alpha Numeric
	35
	 

	Mndt_Type
	Mandate Type
	Alpha Numeric
	35
	Should be DEBIT

	Schm_Nm
	Scheme Name / Plan Reference Number
	Alpha Numeric
	20
	

	SeqTp
	Allowed values are RCUR or OOFF
	Alpha Numeric
	4
	 

	Frqcy
	This is an optional field SeqTp is OOF. If SeqTp is RCUR Mandatory field present should adhere to the list value available in MMS Masters.
	Alpha Numeric
	4
	Allowed Values are:  ADHO, INDA, DAIL, WEEK, MNTH, QURT, MIAN, YEAR, BIMN


	FrstColltnDt
	Date of First Collection. Mandatory Field. This field is in ISODate Format
(date and time/ only date)
	Alpha Numeric
	16
	 Example:
2012-05-17+05:30 / 2012-05-17

	FnlColltnDt
	Date of Final Collection. Optional Field.  This field is in ISODate Format(date and time/ only date)
	Alpha Numeric
	16
	 If this field is left blank, then deduction will happen until Cancelled.
Example:
2012-05-17+05:30 / 2012-05-17

	ColltnAmt
	Either of ColltnAmt or MaxAmt is mandatory.

	Alpha Numeric
	13
	 Entry of 12000 will be considered 120.00 while an entry of 120.00 will be considered as 120.00

	MaxAmt
	Either of ColltnAmt or MaxAmt is mandatory

	Alpha Numeric
	13
	 Entry of 12000 will be considered 120.00 while an entry of 120.00 will be considered as 120.00

	Debtor Nm
	Customer name 
	Alpha Numeric
	40
	 Should be maximum of 40 digit

	Debtor AccNo
	Customer Account Number 
	Alpha Numeric
	35
	Should be maximum of 35 digit.

	Acct_Type
	Debtor Account Type 
	Alpha Numeric
	35
	Should be either of SAVINGS or CURRENT

	Cons_Ref_No
	Consumer Reference Number
	Alpha Numeric
	35
	

	Phone
	Phone Number of the Customer
	Alpha Numeric
	34
	Should be given in the format +91-xxx-xxxxxxxx. +91- is mandatory.

	Mobile
	Mobile Number of the Customer
	Alpha Numeric
	34
	Should be given in the format +91-xxxxxxxxxx. +91- is mandatory.

	Email
	Email ID of the Customer
	Alpha Numeric
	50
	Should be valid email id

	Pan
	Pan Number of the Customer
	Alpha Numeric
	27
	Should be in Valid PAN format

	Creditor Nm
	Corporate Name. Length will be 140 
	Alpha Numeric
	140
	 

	Creditor AccNo
	Will be the 18 digit Corporate ID
	Alpha Numeric
	18
	 

	MmbId
	Will be 11 digit IFSC code
	Alpha Numeric
	11
	 IFSC Code of the Sponsor Bank. Sponsor Bank mentioned should be mapped to the Corporate at NPCI end. Else the request will be rejected


6. 	Verify if ChecksumVal matches the decrypted CheckSum value of the encrypted fields.
4.1.1.1 [bookmark: _Toc27060920]Encoding of Mandate Request XML
As part of prevention of malicious attack from external source, it is recommended to send the XML data in encoded format. This will prevent any malicious content to be introduced in the request XML. All merchants are advised to send XML content in encoded format only going ahead. NPCI will maintain list of merchants who have been certified for sending XML in encoded format and will accept information from the merchant in that format only. 
The encoded XML will be in the below format:
&lt;?xml version=&quot;1.0&quot; encoding=&quot;UTF-8&quot;?&gt;
&lt;Document xmlns=&quot;http://npci.org/ONMAGS/schema&quot;&gt;
    &lt;MndtAuthReq&gt;
        &lt;GrpHdr&gt;
            &lt;MsgId&gt;&lt;/MsgId&gt;
            &lt;CreDtTm&gt;&lt;/CreDtTm&gt;
            &lt;ReqInitPty&gt;
                &lt;Info&gt;
                    &lt;Id&gt; &lt;/Id&gt;
                    &lt;CatCode&gt; &lt;/CatCode&gt;
                    &lt;UtilCode&gt; &lt;/UtilCode&gt;
                    &lt;CatDesc&gt; &lt;/CatDesc&gt;
                    &lt;Name&gt;&lt;/Name&gt;
			    &lt;Spn_Bnk_Nm&gt;&lt;/Spn_Bnk_Nm&gt;
                &lt;/Info&gt;
            &lt;/ReqInitPty&gt;
        &lt;/GrpHdr&gt;
        &lt;Mndt&gt;
            &lt;MndtReqId&gt;&lt;/MndtReqId&gt;
			&lt;Mndt_Type&gt;&lt;/Mndt_Type&gt;
			&lt;Schm_Nm&gt;&lt;Schm_Nm&gt;
            &lt;Ocrncs&gt;
                &lt;SeqTp&gt;&lt;/SeqTp&gt;
                &lt;Frqcy&gt;&lt;/Frqcy&gt;
                &lt;FrstColltnDt&gt;&lt;/FrstColltnDt&gt;
                &lt;FnlColltnDt&gt;&lt;/FnlColltnDt&gt;
            &lt;/Ocrncs&gt;
            &lt;ColltnAmt Ccy=&quot;INR&quot;&gt;&lt;/ColltnAmt&gt;
            &lt;Dbtr&gt;
                &lt;Nm&gt;&lt;/Nm&gt;
                &lt;AccNo&gt;&lt;/AccNo&gt;
			&lt;Acct_Type&gt;&lt;/Acct_Type&gt;
			&lt;Cons_Ref_No&gt;&lt;/Cons_Ref_No&gt;
			&lt;Phone&gt;&lt;/Phone&gt;
			&lt;Mobile&gt;&lt;/Mobile&gt;
			&lt;Email&gt;&lt;/Email&gt;
			&lt;Pan&gt;&lt;/Pan&gt;
            &lt;/Dbtr&gt;
            &lt;CrAccDtl&gt;
                &lt;Nm&gt;&lt;/Nm&gt;
                &lt;AccNo&gt;&lt;/AccNo&gt;
                &lt;MmbId&gt;&lt;/MmbId&gt;
            &lt;/CrAccDtl&gt;
        &lt;/Mndt&gt;
    &lt;/MndtAuthReq&gt;
&lt;/Document&gt;
Encoding needs to be applied on the final request XML after encryption of secure tags and signing of XML. 
4.1.2 [bookmark: _Toc27060921]Response from NPCI to Merchant
NPCI will send the below data as MIME content to Merchant with type as “application/x-www-form-urlencoded” in the request body. The request body will contain the following key-value pair. 
	Key
	Value

	MandateRespDoc
	Encrypted and Signed response XML

	CheckSumVal
	Check sum value of secure attributes

	RespType
	Will be either of ErrorXML / RespXML



Merchant Site would get the response either in the format mentioned in sheet “Response from NPCI to Merchant” or in the format “Error XML Resp from NPCI to Mer”. 
The scenarios based on which either of RespXML or ErrorXML would be send is listed in the Appendix 9.2.  
Merchant site needs to display the status of mandate approval in their mandate confirmation page. The URL for mandate confirmation page needs to be shared with NPCI. 
Merchant site needs to do the below steps for validating and reading the XML:
If the RespType is ErrorXML then the response XML would be in the format as mentioned in the sheet “Error XML Resp from NPCI to Merchant”.
ErrorCode contains the error code for the error, and ErrorDesc contains the Error Description of the error.
The ErrorXML will be send in plain XML format. 
In case of RespType value being “RespXML” then the response XML will be of the format “Response from NPCI to Merchant”.
Merchant site should unsign the XML using the public key of NPCI and then decrypt the key fields using the private key of the merchant. 
The tag Accptd will specify if the request was Accepted or Rejected (true/false) 
In case of Rejection, ReasonCode contains the error code and ReasonDesc contains the description of the errors. In case multiple errors identified then the ReasonCode will list all the error codes as comma separated. ReasonDesc will have the text “Multiple errors detected”.
4.1.2.1 [bookmark: _Toc27060922]Encoding of Response XML
ONMAGS will send the merchant response in encoded format for merchants who are certified to send request XML in encoded format. Hence merchants who are certified for sending request XML in encoded format also needs to accept response/error XML in encoded format only. 
[bookmark: _Toc27060923]NPCI Gateway Specification
NPCI ONMAGS will act as the gateway layer during forward flow from merchant site to Bank Site as well as during reverse flow from Bank Site to Merchant Site. 
1. [bookmark: _Forward_Flow_specification][bookmark: _Toc27060924]Forward Flow specification from Merchant to NPCI
Upon user submitting the page in the Merchant site for proceeding with Bank Authentication, merchant site will redirect to the NPCI ONMAGS passing the necessary parameters in the Request body. If the source of the request is approved one, NPCI ONMAGS will proceed with validating the request XML. If the validation fails, then response is send back to the merchant site with the error code and error description. The tag <RejectBy> will have the value “NPCI” meaning the rejection happened at NPCI gateway layer. The error response will be in the format “Error XML Resp from NPCI to Merchant”. 
In case BankID is passed as part of the request, NPCI ONMAGS will verify if the specified bank is in the approved list. In case the BankID is not part of the approved list the request is rejected and the Merchant will get an error response. 
Also in case BankID is passed then AuthMode has to be as well passed as a parameter. The valid values for AuthMode are either of NetBanking or DebitCard. In case BankID is passed and AuthMode is not passed or AuthMode is passed and BankID is not passed then the request will be rejected and the Merchant will get an error response. 
Once all the validations are successful then based on the BankID/AuthoMode parameter value being sent in the request either of the following flow will happen. 
3. [bookmark: _Toc27060925]Flow-1: - BankID & AuthMode are not passed or Kept blank. 
NPCI ONMAGS page would be displayed. The UI layer will have the option for Selecting the mode of authentication,  the user’s bank and buttons for “CONTINUE” and “CANCEL”. Bank list will be displayed in two sections. Top Banks (based on usage history) will be displayed as radio button while other Banks will be displayed as a drop down in the Others secton. 
After selecting Authentication Mode & Bank user can click on the Continue button which will redirect the user to the selected Bank’s Authentication Page. 
If the user clicks on Cancel then the page  is redirected back to the merchant site. In this case the Error Description in the response XML will have the value “Cancelled by User” and tag <Reject By> tag will have the value “User”.  
 [image: ]
3. [bookmark: _Toc27060926]Flow-2: - BankID & AuthMode are passed in the request
An intermittent loading page of NPCI would be shown briefly and then the User will be auto redirected to the Bank’s Authentication Page.
1. [bookmark: _Toc27060927]Forward Flow specification from NPCI to Bank
Below are the steps done for securing the content of the Request data posted to the Bank from NPCI
1. The request XML to bank with all the tags present will be in the below format: - 
<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns="http://npci.org/ONMAGS/schema">
	<MndtAuthReq>
		<GrpHdr>
			<NPCI_RefMsgId></NPCI_RefMsgId>
			<CreDtTm></CreDtTm>
			<ReqInitPty>
				<Info>
					<Id></Id>
					<CatCode></CatCode>
					<UtilCode></UtilCode>
					<CatDesc></CatDesc>
					<Name></Name>
					<Spn_Bnk_Nm></Spn_Bnk_Nm>
				</Info>
			</ReqInitPty>
		</GrpHdr>
		<Mndt>
			<MndtReqId></MndtReqId>
			<MndtId>UMRN</MndtId>
			<Mndt_Type></Mndt_Type>
			<Schm_Nm><Schm_Nm>
			<Ocrncs>
				<SeqTp></SeqTp>
				<Frqcy></Frqcy>
				<FrstColltnDt></FrstColltnDt>
				<FnlColltnDt></FnlColltnDt>
			</Ocrncs>
			<ColltnAmt Ccy="INR"></ColltnAmt>
			<MaxAmt Ccy="INR"></MaxAmt>
			<Dbtr>
				<Nm></Nm>
				<AccNo></AccNo>
				<Acct_Type></Acct_Type>
				<Cons_Ref_No></Cons_Ref_No>
				<Phone></Phone>
				<Mobile></Mobile>
				<Email></Email>
				<Pan></Pan>
			</Dbtr>
			<CrAccDtl>
				<Nm></Nm>
				<AccNo></AccNo>
				<MmbId></MmbId>
			</CrAccDtl>
		</Mndt>
	</MndtAuthReq>
</Document>
2. Generating checksum for the secure information in the XML
The below attributes needs to be concatenated for the purpose of generating Checksum:
· Debtor Account Number
· First Collection Date
· Final Collection Date
· Collection Amount
· Max Amount
The above attributes need to be concatenated with “|” symbol appended as the delimiter. The order of the attributes needs to be as mentioned above.  In case any of the attribute is null then during concatenation the particular attribute will be replaced by an empty string.
Note: 
The attributes to be concatenated might be changed at later point of time. Please refer the latest version of the document for any revision on the attributes that needs to be marked for encryption. 
Generate checksum on the concatenated values. We will use SHA-2 as the hash function. 
3. Replace the secure information in the XML with the encrypted text. Below are the attributes which will be encrypted in the request XML 
· Debtor Account Number
· First Collection Date
· Final Collection Date
· Collection Amount
· Max Amount
· Phone
· Mobile
· Email
· Pan
The attributes mentioned above needs to be encrypted individually and placed in the respective XML tags. We will use the below methodology for encryption of secure information.
Encryption Methodology – Asymmetric
Hashing Algorithm – SHA256
Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits.
	Encryption will be done using the Public Key of the certificate shared by Bank. 
4. Signing of the Request XML
The request XML got from Step-2 will be signed using the Private Key certificate of NPCI. 
NPCI will send the below data as MIME content to Merchant with type as “application/x-www-form-urlencoded” in the request body.
	Key
	Value

	MandateReqDoc
	Output of the Step-3

	CheckSumVal
	Encrypted Output of Step-1


4. [bookmark: _Toc27060928]Encoding of Request XML for Banks
The request XML from NPCI to Bank will be encoded to prevent any malicious attack. Banks will need to accept the encoded xml content at their end then decode it to get the original content. 
The encoded request XML will look as below: - 
&lt;?xml version=&quot;1.0&quot; encoding=&quot;UTF-8&quot;?&gt;
&lt;Document xmlns=&quot;http://npci.org/ONMAGS/schema&quot;&gt;
	&lt;MndtAuthReq&gt;
		&lt;GrpHdr&gt;
			&lt;NPCI_RefMsgId&gt;&lt;/NPCI_RefMsgId&gt;
			&lt;CreDtTm&gt;&lt;/CreDtTm&gt;
			&lt;ReqInitPty&gt;
				&lt;Info&gt;
					&lt;Id&gt;&lt;/Id&gt;
					&lt;CatCode&gt;&lt;/CatCode&gt;
					&lt;UtilCode&gt;&lt;/UtilCode&gt;
					&lt;CatDesc&gt;&lt;/CatDesc&gt;
					&lt;Name&gt;&lt;/Name&gt;
					&lt;Spn_Bnk_Nm&gt;&lt;/Spn_Bnk_Nm&gt;
				&lt;/Info&gt;
			&lt;/ReqInitPty&gt;
		&lt;/GrpHdr&gt;
		&lt;Mndt&gt;
			&lt;MndtReqId&gt;&lt;/MndtReqId&gt;
			&lt;MndtId&gt;UMRN&lt;/MndtId&gt;
			&lt;Mndt_Type&gt;&lt;/Mndt_Type&gt;
			&lt;Schm_Nm&gt;&lt;Schm_Nm&gt;
			&lt;Ocrncs&gt;
				&lt;SeqTp&gt;&lt;/SeqTp&gt;
				&lt;Frqcy&gt;&lt;/Frqcy&gt;
				&lt;FrstColltnDt&gt;&lt;/FrstColltnDt&gt;
				&lt;FnlColltnDt&gt;&lt;/FnlColltnDt&gt;
			&lt;/Ocrncs&gt;
			&lt;ColltnAmt Ccy=&quot;INR&quot;&gt;&lt;/ColltnAmt&gt;
			&lt;MaxAmt Ccy=&quot;INR&quot;&gt;&lt;/MaxAmt&gt;
			&lt;Dbtr&gt;
				&lt;Nm&gt;&lt;/Nm&gt;
				&lt;AccNo&gt;&lt;/AccNo&gt;
				&lt;Acct_Type&gt;&lt;/Acct_Type&gt;
				&lt;Cons_Ref_No&gt;&lt;/Cons_Ref_No&gt;
				&lt;Phone&gt;&lt;/Phone&gt;
				&lt;Mobile&gt;&lt;/Mobile&gt;
				&lt;Email&gt;&lt;/Email&gt;
				&lt;Pan&gt;&lt;/Pan&gt;
			&lt;/Dbtr&gt;
			&lt;CrAccDtl&gt;
				&lt;Nm&gt;&lt;/Nm&gt;
				&lt;AccNo&gt;&lt;/AccNo&gt;
				&lt;MmbId&gt;&lt;/MmbId&gt;
			&lt;/CrAccDtl&gt;
		&lt;/Mndt&gt;
	&lt;/MndtAuthReq&gt;
&lt;/Document&gt;
1. [bookmark: _Toc27060929]Return Flow specification from NPCI to Merchant
The bank site should redirect back to NPCI ONMAGS layer both on successful or failed authentication. NPCI will share the URL for redirection. The response XML wound be send to NPCI ONMAGS layer in the request body.  Bank should send the response in the either of the below format: 
· Response from Bank to NPCI
· ErrorXML Resp from Bank to NPCI
NPCI ONMAGS layer would validate the response XML received from the Bank. Based on the validation result NPCI ONMAGS would send either of Response XML or Error XML to the Merchant. 
Below are the steps to be done for securing the content of the Response XML:
1. Generating checksum for the secure information in the XML
The below attributes needs to be concatenated for the purpose of generating Checksum:
a) Accptd
b) AccptRefNo
c) ReasonCode
d) ReasonDesc
e) RejectBy
The above attributes need to be concatenated with “|” symbol appended as the delimiter. The order of the attributes needs to be as mentioned above. 
Note: 
The attributes to be concatenated might be changed at later point of time. Please refer the latest version of the document for any revision on the attributes that needs to be marked for 
Generate checksum on the concatenated values. We will use SHA-2 as the hash function. 
2. Replace the secure information in the XML with the encrypted text.
The attributes mentioned above needs to be encrypted individually and placed in the respective XML tags. Encryption should be done using the public key of the certificate which NPCI shares. 
We will use the below methodology for encryption of secure information.
Encryption Methodology – Asymmetric
Hashing Algorithm – SHA256
Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits.
	Encryption will be done using the Public Key of the certificate shared by the Merchant. 
3. Signing of the Response XML
The response XML got from Step-2 will be signed using the Private Key certificate of NPCI.
4. Encoding of Response XML
The response XML shared to the merchant would be encoded. This applies to the Success Response XML and the Error Response XML. 
[bookmark: _Toc487820902][bookmark: _Toc489862193][bookmark: _Toc489862326][bookmark: _Toc489862458][bookmark: _Toc501541509][bookmark: _Toc507413961][bookmark: _Toc507416775][bookmark: _Toc507416975][bookmark: _Toc511063971][bookmark: _Toc511064176][bookmark: _Toc511064381][bookmark: _Toc525116587][bookmark: _Toc525116794][bookmark: _Toc525123113][bookmark: _Toc525125544][bookmark: _Toc525125763][bookmark: _Toc525139535][bookmark: _Toc487820903][bookmark: _Toc489862194][bookmark: _Toc489862327][bookmark: _Toc489862459][bookmark: _Toc501541510][bookmark: _Toc507413962][bookmark: _Toc507416776][bookmark: _Toc507416976][bookmark: _Toc511063972][bookmark: _Toc511064177][bookmark: _Toc511064382][bookmark: _Toc525116588][bookmark: _Toc525116795][bookmark: _Toc525123114][bookmark: _Toc525125545][bookmark: _Toc525125764][bookmark: _Toc525139536][bookmark: _Toc27060930]Bank Site Integration Requirements
In the NPCI ONMAGS interface end user would be selecting Net banking site. NPCI ONMAGS would redirect to the bank site upon submit. The URL for redirection for Net banking should be made available to NPCI by the banks. NPCI will pass the XML content mentioned in the sheet (“NPCI Mandate Request to Bank”) & CheckSumVal as part of the request. 
The request body will contain the following key-value pair. 
	Key
	Value

	MandateReqDoc
	Encrypted and Signed XML

	CheckSumVal
	Encrypted Checksum Hash value



Specifics on Signing, Encryption and Checksum are mentioned in the section 4.2.1

Bank site should unsign the XML using the public key of NPCI and then decrypt the key fields using the private key of the Bank. Checksum should be decrypted using the private key of the Bank. In case of any errors during unsigning, decryption or checksum validation, Bank needs to construct the Error response in the format “ErrorXML Resp from Bank to NPCI”. 

Below are the validations done at Bank layer for the request received from NPCI. For more details refer to sheet “NPCI Mandate Request to Bank” in the excel “NPCI Mandate Authorization Specification for Banks.xlsx” available in the Appendix Section. 
	Element Name
	Validation
	Data Type
	Length
	Remarks

	xmlns
	Namespace tag. This is mandatory tag. Value cannot be empty. Namespace value should be “http://npci.org/ONMAGS/schema”
	Alpha Numeric
	
	 

	NPCI_RefMsgId
	NPCI_RefMsgId from NPCI should be unique
	Alpha Numeric
	35
	 Message ID for NPCI Reference

	CreDtTm
	Should be in ISO Date time format.
E.g.2017-02-09T15:11:39
	Alpha Numeric
	25
	 

	ID
	Request Initiating Party ID. In this case it will be Corporate / Merchant ID. Should not be null. Will be validated if this is a valid Merchant ID with the master. 
	Alpha Numeric
	18
	ID & UtilCode value would be the same. 

	UtilCode
	Utility Code would be validated against the masters. It should be 7 digit OLD ICS or 18 digit Utility code.
	Alpha Numeric
	18
	 ID & UtilCode value would be the same.

	CatCode
	Identifies under which category the mandate is created. Will be validated against the masters maintained by NPCI
	Alpha Numeric
	4
	 

	Name
	Should not be empty
	Alpha Numeric
	40
	Corporate Name.

	Spn_Bnk_Nm
	Corporate Sponsor Bank Name
	Alpha Numeric
	140
	Should be a valid Bank Name as per MMS

	CatDesc
	Category Description should correspond to Category Code in the Master
	Alpha Numeric
	50
	

	MndtReqId
	Mandate Req ID length should be <= 35. Should be unique for the day
	Alpha Numeric
	35
	 

	MndtId
	This tag will contain the UMRN generated in MMS for the mandate. 
	Alpha Numeric
	35
	UMRN

	Mndt_Type
	Mandate Type
	Alpha Numeric
	35
	Should be DEBIT

	Schm_Nm
	Scheme Name / Plan Reference Number
	Alpha Numeric
	20
	

	SeqTp
	Allowed values are RCUR or OOFF
	Alpha Numeric
	4
	 

	Frqcy
	This is an optional field. If present should adhere to the list value available in MMS Masters.
	Alpha Numeric
	4
	Allowed Values are:  ADHO, INDA, DAIL, WEEK, MNTH, QURT, MIAN, YEAR, BIMN


	FrstColltnDt
	Date of First Collection. Mandatory Field. This field is in ISODate Format
	Alpha Numeric
	16
	 

	FnlColltnDt
	Date of Final Collection. Optional Field.  This field is in ISODate Format
	Alpha Numeric
	16
	 If this field is left blank then deduction will happen until Cancelled.

	ColltnAmt
	Either of ColltnAmt or MaxAmt is mandatory.
Amount Should be given as 100.00
	Alpha Numeric
	13
	 

	MaxAmt
	Either of ColltnAmt or MaxAmt is mandatory
 Amount Should be given as 100.00
	Alpha Numeric
	13
	 

	Debtor Nm
	Customer name should be maximum of 40 digit
	Alpha Numeric
	40
	 

	Debtor AccNo
	Customer Account Number should be maximum of 35 digit.
	Alpha Numeric
	35
	 

	Acct_Type
	Debtor Account Type 
	Alpha Numeric
	35
	Should be either of SAVINGS or CURRENT

	Cons_Ref_No
	Consumer Reference Number
	Alpha Numeric
	35
	

	Phone
	Phone Number of the Customer
	Alpha Numeric
	16
	Should be given in the format +91-xxx-xxxxxxxx. +91- is mandatory.

	Mobile
	Mobile Number of the Customer
	Alpha Numeric
	14
	Should be given in the format +91-xxxxxxxxxx. +91- is mandatory.

	Email
	Email ID of the Customer
	Alpha Numeric
	50
	Should be valid email id

	Pan
	Pan Number of the Customer
	Alpha Numeric
	10
	Should be in Valid PAN format

	Creditor Nm
	Corporate Name. Length will be 40 
	Alpha Numeric
	140
	 

	Creditor AccNo
	Will be the 18 digit Corporate ID
	Alpha Numeric
	18
	 

	MmbId
	Will be 11 digit IFSC code
	Alpha Numeric
	11
	IFSC Code of the Sponsor Bank which is available in the ONMAG Live Bank list



End user would enter his/her net banking credentials information in the authentication page of the bank. An SMS OTP validation also has to be done as second level authentication. 
Upon making a successful login bank should first validate whether the bank account number passed in the request XML matches the bank account number of the authenticated end user. If the bank account number does not match the customer would not be allowed to proceed further. Appropriate error message needs to be displayed to the customer and a link provided to return back to the merchant site.
If the customer is not able to make a successful login after predetermined login attempts the Bank has to redirect back to the NPCI ONMAGS layer. The reject reason will be “Invalid Login Credentials”. 
If the account number matches, then the customer needs to be shown a form which displays specific details of the mandate and a “Terms & Policy” section displaying terms and policies of the bank. A confirmation check box needs to be provided for end user for agreeing to the displayed information. 
The below information needs to be mandatorily displayed to the User at the Bank end:
· Mandate request Initiate Party’s Category Description (“CatDesc”)
· Name of Initiator
· Collection Amount
· Max Amount
· Recurring Frequency
· First Collection Date
· Final Collection Date
User has to be provided links for either accepting the mandate or Rejecting the mandate. On selection of either of the option the user would be redirected to the NPCI ONMAGS interface. The response should contain the XML mentioned in the sheet “Response from Bank to NPCI”. The element <AccptncRslt> will contain the result of the approval status of the mandate. The URL for redirection to NPCI ONMAGS interface would be shared by NPCI.
The request body will contain the following key-value pair. Bank will send the below data as MIME content to NPCI with type as “application/x-www-form-urlencoded”.  
	Key
	Value

	BankID
	Participant ID of the Bank in NACH

	MandateRespDoc
	Encrypted and Signed XML

	CheckSumVal
	Encrypted Checksum Hash value

	RespType
	Will be either of ErrorXML / RespXML


Below are the steps to be done for securing the content of the Response XML:
1. Generating checksum for the secure information in the XML
The below attributes needs to be concatenated for the purpose of generating Checksum:
f) Accptd
g) AccptRefNo
h) ReasonCode
i) ReasonDesc
j) RejectBy
The above attributes needs to be concatenated with “|” symbol appended as the delimiter. The order of the attributes needs to be as mentioned above. 
Note: 
The attributes to be concatenated might be changed at later point of time. Please refer the latest version of the document for any revision on the attributes that needs to be marked for 
Generate checksum on the concatenated values. We will use SHA-2 as the hash function. 
2. Replace the secure information in the XML with the encrypted text. 
The attributes mentioned above needs to be encrypted individually and placed in the respective XML tags. Encryption should be done using the public key of the certificate which NPCI shares. 
We will use the below methodology for encryption of secure information.
Encryption Methodology – Asymmetric
Hashing Algorithm – SHA256
Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits
Encryption needs to be done using the Public Key of the certificate shared by NPCI. 
3. Signing of the Response XML
The response XML got from Step-2 has to be signed using the Private Key certificate of the Bank. 
The below are the validation done at NPCI ONMAGS layer for the response received from Bank. For more details refer to sheet “Response from Bank to NPCI” in the excel “NPCI Mandate Authorization Specification for Banks” available in the Appendix Section. 
	Element Name
	Validation
	Length
	Remarks

	xmlns
	Namespace tag. This is mandatory tag. Value cannot be empty. Namespace value should be “http://npci.org/ONMAGS/schema”
	
	 

	MsgId
	This is a reference generated by the bank to identify the response message. Should be unique for the day for a Bank
	35
	 

	GrpHdr - CreDtTm
	Should be in ISO Date time format.
E.g.2017-02-09T15:11:39
	25
	 

	ReqInitPty
	Request Initiating Party ID. This will refer to the Bank Short Code
	18
	

	MndtReqId
	Mandate Request ID should be same  as the MndtReqId send in the original request to Bank
	35
	  

	NPCI_RefMsgId
	Message ID for NPCI Reference in the original request. Should be same as the NPCI_RefMsgId send in the original request to Bank
	35
	

	OrgnlMsgInf  - CreDtTm
	Creation Date Time send in the original request to Bank
	18
	

	MsgNmId
	Both the tag & value are optional
	
	

	Accptd
	Mandatory. Allowed values are true / false
	5
	Indicates whether the mandate request was accepted or rejected. 

	AccptRefNo
	Will be non-empty if accptd is true. Should be unique for the Bank. If accptd is false empty value can be provided. 
 
	34
	Accepted Reference Number.

	ReasonCode
	Mandatory if <Accptd> value is false. Reason code should be as per master provided by NPCI.
	5
	If acceptance is false, reason code of rejection is entered here. If acceptance is true then this value would be “N/A”.

	ReasonDesc
	Mandatory. Reason Description should match the Reason Code specified by NPCI. 
	50
	If acceptance is false, reason description of rejection is entered here. If acceptance is true then this value would be “N/A”. 

	RejectBy
	Mandatory. Should be either of “BANK” or “USER” or “N/A”
	10
	If acceptance is true then this value would be “N/A”.

	IFSC
	Mandatory if  <Accptd> tag value is true, IFSC of the destination bank
	11
	


4.1.6 [bookmark: _Toc487820905][bookmark: _Toc489862196][bookmark: _Toc489862329][bookmark: _Toc489862461][bookmark: _Toc501541512][bookmark: _Toc507413964][bookmark: _Toc507416778][bookmark: _Toc507416978][bookmark: _Toc511063974][bookmark: _Toc511064179][bookmark: _Toc511064384][bookmark: _Toc525116590][bookmark: _Toc525116797][bookmark: _Toc525123116][bookmark: _Toc525125547][bookmark: _Toc525125766][bookmark: _Toc525139538][bookmark: _Toc27060931]Restriction for uploading Create Mandate for API Variant
Banks will not be able to upload Create Mandate for the API variant either through SFG or through the MMS application. If banks, try to upload create file for API variant in SFG it will be rejected and error ACK will be received. Similarly, in MMS Application as well banks will not be able to create mandate for API variant. 
4.1.7 [bookmark: _Toc27060932]Option for receiving Response File from MMS to the Destination Bank
Destination banks will be provided with option for opting to receive response XML from MMS for the mandate created. For such banks who have opted to receive the response XML, it will be received in their SFG mail box as it is received currently for other variants. 
Destination Bank will be receiving the response file with the NPCI_ref_id   which is present in the Msg_id tag field.
Bank has to validate the Npci_ref_id against the UMRN in the Response file for their reconciliation.
4.1.8 Inward file from MMS to the Sponsor Bank
Sponsor Bank will be receiving the Inward file from the MMS and bank has to validate the NPCI_ref_id   which is present in the MndtReqId tag field and sponsor banks are no need to upload the Accepts file to NPCI.
[bookmark: _Toc27060933]Signing and Encryption process
Below is the process for encryption & signing during the various flows. 
· Merchant to NPCI
· Encryption will be done using the public key of the certificate shared by NPCI. 
· Signing Using Private key certificate of the merchant
· NPCI to Bank
· Encryption will be done using the Public Key of the certificate shared by Bank. 
· Signing Using Private key certificate of NPCI
· Bank to NPCI
· Encryption will be done using the Public Key of the certificate shared by NPCI. 
· Signing Using Private key certificate of Bank
· NPCI to Merchant
· Encryption will be done using the Public Key of the certificate shared by the Merchant. 
· Signing Using Private key certificate of NPCI
[bookmark: _Toc27060934]Encoding Guideline
The request XML & response XML posted to NPCI and received from NPCI should in encoded format. As part of encoding specific characters would be replaced by escaped character of those. 
	Symbol
	Spelled
	Escaped Character

	‘
	Single Quotes
	&apos;

	“
	Double Quotes
	&quot;

	&
	Ampersand
	&amp;

	<
	Less Than
	&lt;

	>
	Greater Than
	&gt;



5. [bookmark: _Toc501541515][bookmark: _Toc507413967][bookmark: _Toc507416781][bookmark: _Toc507416981][bookmark: _Toc511063977][bookmark: _Toc511064182][bookmark: _Toc511064387][bookmark: _Toc525116593][bookmark: _Toc525116800][bookmark: _Toc525123119][bookmark: _Toc525125550][bookmark: _Toc27060935]
Response through Offline Server to Server Communication
To account for online failures, the response from Bank to NPCI need to be sent using server to server communication as well. 
NPCI will expose an API for accepting server to server communication from Bank. Bank needs to invoke this URL for posting response through server to server communication. Merchant will get the response by using the API’s which is mentioned in the section 7. Miscellaneous Features
Note:
· Since communication is received both by browser redirection & server to server call, NPCI would mark the status of the transaction based on the first response received. The second communication received would be ignored.  
· Error Code & Error Description list will be shared by NPCI. 
[bookmark: _Toc489862200][bookmark: _Toc489862333][bookmark: _Toc489862465][bookmark: _Toc501541517][bookmark: _Toc507413969][bookmark: _Toc507416783][bookmark: _Toc507416983][bookmark: _Toc511063979][bookmark: _Toc511064184][bookmark: _Toc511064389][bookmark: _Toc525116595][bookmark: _Toc525116802][bookmark: _Toc525123121][bookmark: _Toc525125552][bookmark: _Toc525125770][bookmark: _Toc525139542][bookmark: _Toc27060936]Handling of Time out / not reachable Scenarios
During the entire flow time out can happen at various stages. The following timeouts needs to be maintained at individual levels across the participating entities. 
	Flow
	Timeout (In Minutes)
	Remarks

	Merchant to NPCI
	10 Mins
	Merchant is the originator of the flow and need to account for timeouts at various levels. It’s recommended to have a timeout of 10 Mins at the Merchant Layer. 

	Bank to NPCI
	5 Mins
	Once request has been redirected to Bank, Bank has to provide response to NPCI within the defined timeout. 



Explained below are the action taken at NPCI ONMAGS layer for timeouts happening at various levels. 
· Merchant to NPCI
Scenario-1: User has not acted in the NPCI ONMAGS page within the timeout limit or has submitted the pager after the defined timeout. 
Action: The request will be auto closed as Failed at NPCI end after the specified duration. Merchant will not receive any communication from NPCI. Merchant needs to make use of the offline API’s available to understand the status of such requests. 
· NPCI to Bank
Scenario-1: Destination Bank not reachable 
Action: The request will be auto closed as Failed at NPCI end after the specified duration. Merchant will not receive any communication from NPCI. Merchant needs to make use of the offline API’s available to understand the status of such requests.  
· Bank to NPCI
Scenario-1: Bank has not responded to NPCI within the timeout period. 
Action: NPCI will send list of transactions for which communication is not received from Bank at periodic interval. Once the pre-defined cut off time for the transaction is reached the transaction would be marked as “No Response from Bank” and “No Response from Bank” and auto closed. Merchant needs to make use of the offline API’s available to understand the status of such requests.  
Scenario-2: Bank sends response to NPCI after the timeout period 
Action: Any communication through browser response after the time out period would be ignored by NPCI ONMAGS. The transaction would be treated as no response from Bank and the action for Scenario-1 would be followed. 
Scenario-3: Bank sends invalid response to NPCI within the timeout period 
Action: NPCI ONMAGS will mark the transaction as “Invalid Response from Bank” and corresponding Response XML with applicable error code will be send to Merchant.
Scenario-4: Bank is unable to reach NPCI. 
Action: Bank needs to communicate the response to NPCI using server to server call. NPCI will update the transaction status at our end.  Merchant needs to make use of the offline API’s available to understand the status of such requests.
· NPCI to Merchant
Scenario-1: NPCI has not responded to Merchant within the timeout period. 
Action: Merchant needs to make use of the offline API’s available to understand the status of such requests.
Scenario-2: Merchant is not reachable while posting response through browser to browser or server to server call
Action: Merchant needs to make use of the offline API’s available to understand the status of such requests. 
[bookmark: _Toc27060937]JSON Response Formats
Given below are the JSON Response formats for Server to Server Communication.
Note:
Error Response XML would be shared in case the original request is not readable. 
0. [bookmark: _Toc27060938]Bank to NPCI Success Response
{  
   "bankResponseDtl":[  
      {  
         "BANKID":"<Participant ID of the Bank in NACH>",
         "MandateRespDoc":"<Encrypted and Signed response XML>",
         "CheckSumVal":"<Check sum value of secure attributes>",
         "RespType":"RespXML"
      }
   ]
}
0. [bookmark: _Toc27060939]Bank to NPCI Error Response
{  
   " bankResponseDtl":[  
      {  
         "BANKID":"<Participant ID of the Bank in NACH>",
         "MandateRespDoc":"<Error Response XML>",
         "RespType":"ErrorXML"
      }
   ]
}
6. [bookmark: _Toc27060941][bookmark: _Toc27060942][bookmark: _Toc27060943][bookmark: _Toc489862203][bookmark: _Toc489862336][bookmark: _Toc27060944][bookmark: _Appendix_2_–][bookmark: _Toc27060945]Changes to the Existing Implementation
This section provides a consolidated view of the changes which have been implemented as part of the revised implementation.
Additional Fields in the Merchant Request XML
Encoding of Merchant Request XML
Additional Fields in the Bank Request XML
Encoding of Bank Request XML
Encoding of Bank Response XML
Additional Field in the Merchant Response XML
Encoding of Merchant Response XML
Restriction in uploading Create mandate for API variant in SFG and also in the MMS application. 
Response File from MMS to the Destination Bank will not be posted for create mandate API variant. 
The above changes have been elaborated in the earlier sections. 


7. [bookmark: _Toc27060946]Miscellaneous Features
[bookmark: _Toc27060947]API to get live destination banks for e-mandate
A Rest API would be made available which Corporates and Banks can access for getting the details on live destination banks. 
The Rest API needs to be invoked as a Get Request. The response of the Rest API would be JSON Object of multiple arrays. An example output is given below:
{  
   "liveBankList":[  
      {  
         "bankID":"SBIN",
         "bankName":"State Bank Of India",
         "ifsc":"SBIN0004343",
         "netBankStatus":"Active",
         "nbActiveFrom":"24-May-2017",
         "debitCardStatus":"InActive",
         "dcActiveFrom":"24-May-2017"
      },
      {  
         "bankID":"HDFC",
         "bankName":"HDFC Bank LTD",
         "ifsc":"HDFC0012747",
         "netBankStatus":"Active",
         "nbActiveFrom":"24-May-2017",
         "debitCardStatus":"Active",
         "dcActiveFrom":"22-May-2017"
      }
   ]
}
For getting the live bank list the following API service has to be invoked:
Production:
https://enach.npci.org.in/apiservices/getLiveBankDtls
UAT:
https://103.14.161.144/8086/apiservices/getLiveBankDtls

[bookmark: _Toc27060948]API to get Transaction Status for Banks
For the purpose of getting the transaction status of a particular transaction or group of transactions for Banks, NPCI ONMAGS would expose a rest service which will accept list of NPCI Transaction Reference Numbers in JSON format. The response of this API will also be in JSON Format. There will be a limitation on the number of items posted per request. Currently the limit is set as 50.
Sample Input JSON:
{  
   "npcirefmsgID":[  
      "000f0f29dc27f00000101b09c5227457f17",
      "000f0f29dc27f00000101b09c5227457E23",
      "000f0f29dc27f00000101b09c5227453S42"
   ]
}
Sample Output JSON:
{ 
   " tranStatus ":[ 
      { 
         "npcirefmsgID":"000f0f29dc27f00000101b09c5227457f17",
         "Accptd":"false",
         "AccptRefNo":"tranid3432kkkeke",
         "MndtId":"xxxxxxxxxxxxxxxxxxxx",
         "ReasonCode":"343",
         "ReasonDesc":"Invalid Account",
         "RejectBy":"Bank",
         "ErrorCode":"000",
         "ErrorDesc":"NA"
      },
      { 
         "npcirefmsgID":"000f0f29dc27f00000101b09c5227457E23",
         "Accptd":"true",
         "AccptRefNo":"tranid352254221",
         "MndtId":"xxxxxxxxxxxxxxxxxxxx",
         "ReasonCode":"000",
         "ReasonDesc":"NA",
         "RejectBy":"NA",
         "ErrorCode":"000",
         "ErrorDesc":"NA"
      },
      { 
         "npcirefmsgID":"000f0f29dc27f00000101b09c5227453S42",
         "Accptd":"NULL",
         "AccptRefNo":"NULL",
         "MndtId":"NULL",
         "ReasonCode":"NULL",
         "ReasonDesc":"NULL",
         "RejectBy":"NULL",
         "ErrorCode":"452",
         "ErrorDesc":"No Details available for the requested parameters. Please check the values provided"
      }
   ]
}
In case the details provided in the request are invalid then ErrorCde & ErrorDesc will have the corresponding error code & description. For the valid request ErrorCode would be “000” and “ErrorDesc” would be “NA”. 
API URL would be of the below format:
https://enach.npci.org.in/apiservices/getTransStatusForBanks
UAT:
https://103.14.161.144/8086/apiservices/getTransStatusForBanks

[bookmark: _Toc25058201][bookmark: _Toc25058253][bookmark: _Toc25059626][bookmark: _Toc25066122][bookmark: _Toc25067307][bookmark: _Toc525125780][bookmark: _Toc525139552][bookmark: _Toc501541550][bookmark: _Toc507414002][bookmark: _Toc507416816][bookmark: _Toc507417016][bookmark: _Toc511064017][bookmark: _Toc511064222][bookmark: _Toc511064427][bookmark: _Toc525116633][bookmark: _Toc525116840][bookmark: _Toc525123159][bookmark: _Toc525125590][bookmark: _Toc525125809][bookmark: _Toc525139581][bookmark: _Toc501541552][bookmark: _Toc507414004][bookmark: _Toc507416818][bookmark: _Toc507417018][bookmark: _Toc511064019][bookmark: _Toc511064224][bookmark: _Toc511064429][bookmark: _Toc525116635][bookmark: _Toc525116842][bookmark: _Toc525123161][bookmark: _Toc525125592][bookmark: _Toc525125811][bookmark: _Toc525139583][bookmark: _Toc501541553][bookmark: _Toc507414005][bookmark: _Toc507416819][bookmark: _Toc507417019][bookmark: _Toc511064020][bookmark: _Toc511064225][bookmark: _Toc511064430][bookmark: _Toc525116636][bookmark: _Toc525116843][bookmark: _Toc525123162][bookmark: _Toc525125593][bookmark: _Toc525125812][bookmark: _Toc525139584][bookmark: _Toc501541554][bookmark: _Toc507414006][bookmark: _Toc507416820][bookmark: _Toc507417020][bookmark: _Toc511064021][bookmark: _Toc511064226][bookmark: _Toc511064431][bookmark: _Toc525116637][bookmark: _Toc525116844][bookmark: _Toc525123163][bookmark: _Toc525125594][bookmark: _Toc525125813][bookmark: _Toc525139585][bookmark: _Toc501541555][bookmark: _Toc507414007][bookmark: _Toc507416821][bookmark: _Toc507417021][bookmark: _Toc511064022][bookmark: _Toc511064227][bookmark: _Toc511064432][bookmark: _Toc525116638][bookmark: _Toc525116845][bookmark: _Toc525123164][bookmark: _Toc525125595][bookmark: _Toc525125814][bookmark: _Toc525139586][bookmark: _Toc27060949]API to get Transaction Status for Merchant
For the purpose of getting the transaction status of a particular transaction or group of transactions for Merchant, NPCI ONMAGS would expose a rest service which will accept list of NPCI Transaction Reference Numbers in JSON format. The response of this API will also be in JSON Format. There will be a limitation on the number of items posted per request. Currently the limit is set as 50.
Sample Input JSON:
{  
   " mandateReqIDList ":[  
      {  
         "MerchantID":"ABC22333",
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e50037",
         "ReqInitDate":" 017-02-09"
      },
      {  
         "MerchantID":"ABC22333",
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e50037",
         "ReqInitDate":" 2017-02-09"
      }
   ]
}
Note:
· MerchantID - Should match the <ID> tag present in <ReqInitPty> node of the Request XML from Merchant
· MndtReqId – This should match the value present in the tag <MndtReqId>
· ReqInitDate – Date format would be in “yyyy-mm-dd format”. This date should correspond to the date present in the tag “CreDtTm” of the Request XML. 
Sample Output JSON:
{ 
   "tranStatus ":[ 
      { 
         "MerchantID":"ABC22333",
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e50037",
         "ReqInitDate":" 017-02-09",
         "NpciRefMsgID":"000f0f29dc27f00000101b09c5227457f17",
         "MndtId":"xxxxxxxxxxxxxxxxxxxx",
         "Accptd":"false",
         "AccptRefNo":"tranid3432kkkeke",
         "ReasonCode":"343",
         "ReasonDesc":"Stale Account",
         "RejectBy":"Bank",
         "ErrorCode":"000",
         "ErrorDesc":"NA"
      },
      { 
         "MerchantID":"ABC22333",
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e50037",
         "ReqInitDate":" 2017-02-09",
         "NpciRefMsgID":"NULL",
         "MndtId":"NULL",
         "Accptd":"NULL",
         "AccptRefNo":"NULL",
         "ReasonCode":"NULL",
         "ReasonDesc":"NULL",
         "RejectBy":"NULL",
         "ErrorCode":"453",
         "ErrorDesc":"No Details available for the requested parameters. Please check the values provided"
      }
   ]
}

I


n case the details provided in the request are invalid then ErrorCde & ErrorDesc will have the corresponding error code & description. For the valid request ErrorCode would be “000” and “ErrorDesc” would be “NA”. 
API URL would be of the below format:- 
https://enach.npci.org.in/apiservices/getTransStatusForMerchant
UAT:
https://103.14.161.144/8086/apiservices/getTransStatusForMerchant



[bookmark: _Toc507414011][bookmark: _Toc507416825][bookmark: _Toc507417025][bookmark: _Toc511064026][bookmark: _Toc511064231][bookmark: _Toc511064436][bookmark: _Toc525116642][bookmark: _Toc525116849][bookmark: _Toc525123168][bookmark: _Toc525125599][bookmark: _Toc525125818][bookmark: _Toc525139590][bookmark: _Toc501541578][bookmark: _Toc507414031][bookmark: _Toc507416845][bookmark: _Toc507417045][bookmark: _Toc511064046][bookmark: _Toc511064251][bookmark: _Toc511064456][bookmark: _Toc525116662][bookmark: _Toc525116869][bookmark: _Toc525123188][bookmark: _Toc525125619][bookmark: _Toc525125838][bookmark: _Toc525139610][bookmark: _Toc501541581][bookmark: _Toc507414034][bookmark: _Toc507416848][bookmark: _Toc507417048][bookmark: _Toc511064049][bookmark: _Toc511064254][bookmark: _Toc511064459][bookmark: _Toc525116665][bookmark: _Toc525116872][bookmark: _Toc525123191][bookmark: _Toc525125622][bookmark: _Toc525125841][bookmark: _Toc525139613][bookmark: _Toc501541583][bookmark: _Toc507414036][bookmark: _Toc507416850][bookmark: _Toc507417050][bookmark: _Toc511064051][bookmark: _Toc511064256][bookmark: _Toc511064461][bookmark: _Toc525116667][bookmark: _Toc525116874][bookmark: _Toc525123193][bookmark: _Toc525125624][bookmark: _Toc525125843][bookmark: _Toc525139615][bookmark: _Toc501541586][bookmark: _Toc507414039][bookmark: _Toc507416853][bookmark: _Toc507417053][bookmark: _Toc511064054][bookmark: _Toc511064259][bookmark: _Toc511064464][bookmark: _Toc525116670][bookmark: _Toc525116877][bookmark: _Toc525123196][bookmark: _Toc525125627][bookmark: _Toc525125846][bookmark: _Toc525139618][bookmark: _Toc27060950]Posting list of Open Transactions to Bank 
NPCI will post the list of open transactions (transactions for which response has not been received from Bank end) to Bank at predefined interval. Bank should expose an listener for accepting the request from NPCI. For the list of transaction id’s shared (npcirefmsgid), Bank should communicate the status of the transaction through server to server call. Once the cut off for the day has been reached NPCI will mark the transactions as timed out and time out response XML will be shared with Merchant. 
Sample Request JSON format:
{  
   "openMandateTrans":[  
      {  
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e50037",
         "NpciRefMsgID":"000f0f29dc27f00000101b09c5227453S42"
      },
      {  
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e80034",
         "NpciRefMsgID":"000f0f29dc27f00000101b09c522743SK65"
      }
   ]
}
For the open transactions bank needs to provide the response through server to server communication. 
Note: 
Bank needs to provide the API URL for accepting this request which should accept the above JSON format. 
7. [bookmark: _Toc27060951]API to Get Response posted to Merchant
This API is provided to get the response posted to Merchant against the NPCI Reference ID. The API accepts a single NPCI Reference ID / Mandate Request ID and provides the response posted to the merchant. The XML in the response would be either of Response XML or Error XML. There will be a limitation on the number of items posted per request. Currently the limit is set as 10. 
Note: -
This service will be used by the Merchant. 
Sample Request JSON format:
{  
   "getRespForNPCIRefID":[  
      {  
         "MerchantID":"ABC22333",
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e50037",
         "ReqInitDate":"2018-09-19",
         "NpciRefMsgID":"NULL"
      },
      {  
         "MerchantID":"ABC22333",
         "MndtReqId":"NULL",
         "ReqInitDate":"NULL",
         "NpciRefMsgID":"acdf0f29dc27f3456101b09c52b8e39004"
      }
   ]
}
Note:
· MerchantID - Should match the <ID> tag present in <ReqInitPty> node of the Request XML from Merchant
· MndtReqId – This should match the value present in the tag <MndtReqId>
· ReqInitDate – Date format would be in “yyyy-mm-dd format”. This date should correspond to the date present in the tag “CreDtTm” of the Request XML
· NpciRefMsgID – Will be the NpciRefMsgID generated by NPCI for the request. 
· Either of NpciRefMsgID or (MerchantID , MndtReqId, ReqInitDate) combination is mandatory
· Sample Response JSON format:
Output JSON would be the same format provided to Merchant using browser to browser communication apart from two more columns Error code & Error Description. 
{ 
   "responseDtl":[ 
      { 
         "MerchantID":"ABC22333",
         "MndtReqId":"000f0f29dc27f00000101b09c52b8e50037",
         "ReqInitDate":"2018-09-19",
         "NpciRefMsgID":"NULL",
         "MndtId":"xxxxxxxxxxxxxxxxxxxx",
         "MandateRespDoc":"<Encrypted and Signed response XML>",
         "CheckSumVal":"<Check sum value of secure attributes>",
         "RespType":"<Will be either of ErrorXML / RespXML>",
         "ErrorCode":"000",
         "ErrorDesc":"NA"
      },
      { 
         "MerchantID":"ABC22333",
         "MndtReqId":"NULL",
         "ReqInitDate":"NULL",
         "NpciRefMsgID":"acdf0f29dc27f3456101b09c52b8e39004",
         "MndtId":"xxxxxxxxxxxxxxxxxxxx",
         "MandateRespDoc":"NULL",
         "CheckSumVal":"NULL",
         "RespType":"NULL",
         "ErrorCode":"455",
         "ErrorDesc":"No Details available for the requested parameters. Please check the values provided"
      }
   ]
}
In case the details provided in the request are invalid then ErrorCde & ErrorDesc will have the corresponding error code & description. For the valid request ErrorCode would be “000” and “ErrorDesc” would be “NA”. 
API URL would be of the below format: - 
https://enach.npci.org.in/apiservices/respPostedToMerchant
UAT: 
https://103.14.161.144/8086/apiservices/respPostedToMerchant
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About NPCI Gateway 
NPCI Gateway Page will be mobile responsive Page. The page has been built to be lightweight. The application has gone through the required security testing as mandated by RBI. 
9. [bookmark: _Toc27060953]
Appendix
[bookmark: _Request_&_Response][bookmark: _Toc27060954]Request & Response XML Specification for Merchants and Banks
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[bookmark: _Sample_XML_Formats][bookmark: _Toc27060955]Sample XML Formats and Schemas
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Merchant Mandate Req to NPCI

		Merchant Site Mandate Authorization Initiation Input Format														Back to Index

		Sr. No		XML 		Field Description		Mandatory/Optional		Field Type		Max Length		Remark

		1		<?xml version="1.0" encoding="UTF-8"?>

		2		<Document xmlns="http://npci.org/onmags/schema">				Mandatory						Namespace should be http://npci.org/onmags/schema

		3		 <MndtAuthReq> 		Message root		Mandatory

		4		 <GrpHdr> 		Group Header		Mandatory						Mandate Header Block

		5		      <MsgId>000f0f29dc27f00000101b09c5227457f17</MsgId> 		Message Identification		Mandatory		ALP NUM		35		This is a reference generated by the bank to identify the request message. It may be the same as the Mandate Request Identification (value in the <MndtReqId> tag mentioned below in this sheet) or can be a different number assigned by the bank.

		6		      <CreDtTm>2017-02-09T15:12:39</CreDtTm> 		Creation Date Time		Mandatory		ALP NUM		25		Time in ISO Format

		7		<ReqInitPty>		Request Initiating Party		Mandatory						Party that initiates the mandate message. This is the block identifying the initiating party.This would refer to the Merchant / Corporate Initiating the Mandate Authorization request.

		8		      <Info>

		9		                <Id>HDFC00001123456789</Id>		Identification		Mandatory		ALP NUM		18		Corporate / Merchant Registration Code in NPCI. Will be either of  digit OLD ICS or 18 digit Utility code.

		10		<CatCode>COO1</CatCode>		Category		Mandatory		ALP NUM		4		Category under which mandate is created. This value is taken from the front end in Management-->Category-->List.

		11		<UtilCode>6543</UtilCode>		Identification		Mandatory		ALP NUM		18		Utility Code of Service Provider. Utility Code would be validated against the masters. It should be 7 digit OLD ICS or 18 digit Utility code.

		12		<CatDesc>Insurance Company</CatDesc>		Category Description		Mandatory		ALP NUM		50		Description of Category

		13		<Name>LIC</Name>		Corporate Name		Mandatory		ALP NUM		40		Name of the corporate

		14		<Spn_Bnk_Nm></Spn_Bnk_Nm>		Sponsor Bank Name		Mandatory		ALP NUM		140		Corporate Sponsor Bank Name

		15		      </Info>

		16		</ReqInitPty>

		17		</GrpHdr> 

		18		 <Mndt> 				Mandatory						Mandate Details Root

		19		    <MndtReqId>000f0f29dc27f00000101b09c52b8e50037</MndtReqId> 		Mandate Request  Identification 		Mandatory		ALP NUM		35		Merchant / Corporate's unique internal identification reference for the mandate. This is usually the reference of the mandate in their internal system

		20		<Mndt_Type>DEBIT</Mndt_Type>		Mandate Type		Mandatory		ALP		35		Should be DEBIT

		21		<Schm_Nm>ABC123<Schm_Nm>		Schemd Name		Optional		ALP NUM		20		Scheme Name

		22		 <Ocrncs> 				Mandatory						Set of elements used to provide details of the duration of the mandate and occurrence of the underlying transaction

		23		     <SeqTp>RCUR</SeqTp> 				Mandatory		ALP NUM		4		Identifies the underlying transaction sequence as either recurring or one-off. Values must be "RCUR" or "OOFF"

		24		     <Frqcy>MNTH</Frqcy> 				Optional		ALP NUM		4		Regularity with which instructions are to be created and processed.  The value would be valudated against MMS Masters. Frequency codes currently accepted are:
Adho= Adhoc, INDA= Intra Day, DAIL => Daily,Week=> Weekly, MNTH => Monthly, QURT=>Quaterly, MIAN=> Semi annually, YEAR +> Yearly,BIMN=> Bi-Monthly, QURT= Quarterly

		25		<FrstColltnDt>2017-04-05</FrstColltnDt>				Mandatory		ALP NUM		16		Date of the First/final collection of a direct debit as per the mandate. This field is in ISODate Format ,This field will include optional timezone +5:30.
Ex: With timeZone     <FnlColltnDt>2012-05-17+05:30</FnlColltnDt> 
Without time zone <FnlColltnDt>2012-05-17</FnlColltnDt> 
 If <FnlColltnDt> is left blank then deduction will happen until Cancelled.

		26		<FnlColltnDt>2018-03-05</FnlColltnDt>				Optional		ALP NUM		16

		27		</Ocrncs> 

		28		 <ColltnAmt Ccy="INR">1200</ColltnAmt>		Collection Amount		Optional		ALP NUM		13		Amount to be collected from the debtor's account

		29		<MaxAmt Ccy="INR">1200</MaxAmt>		Maximum Amount		Optional		ALP NUM		13		Maximum amount that may be collected from the debtor's account, per instruction

		30		<Dbtr> 		Debtor								Debtor Information

		31		   <Nm>AADDD</Nm> 		Name		Mandatory		ALP NUM		40		Name of the Debtor

		32		<AccNo>ACNo78912340</AccNo>		AccNO		Mandatory		ALP NUM		35		Account Number of Debtor

		33		<Acct_Type>SAVINGS</Acct_Type>		Customer Account Type		Mandatory		ALP		35		Either of CURRENT or SAVINGS

		34		<Cons_Ref_No>XXX123</Cons_Ref_No>		Consumer Reference Number		Optional		ALP NUM		20

		35		<Phone>+91-XXX-XXXXXXXX</Phone>		Customer Phone Number		Optional		ALP NUM		34		This should be given in the format +91-xxx-xxxxxxx. +91- is mandatory.

		36		<Mobile>+91-XXXXXXXXXX</Mobile>		Customer Mobile Number		Optional		ALP NUM		34		This should be given in the format +91-xxxxxxxxxx. +91- is mandatory

		37		<Email>XX@XX.COM</Email>		Customer Email		Optional		ALP NUM		50		Should be in valid Email ID Format

		38		<Pan>XXXXX9999X</Pan>		Customer PAN		Optional		ALP NUM		27		Should be in valid PAN Format

		39		</Dbtr> 

		40		<CrAccDtl> 		Creditor								Creditor Information

		41		   <Nm>ABC India Limited</Nm> 		Name		Mandatory		ALP NUM		140		Name of Service Provider. Only alphabets or spaces accepted

		42		<AccNo>ACNo78912340</AccNo>		AccNO		Mandatory		ALP NUM		18		Will Correspond to the 18 digit Corporate ID

		43		<MmbId>HDFC0000001</MmbId>		Creditor Account		Mandatory		ALP NUM		11		IFSC code of the Sponsor Bank

		44		</CrAccDtl>

		45		</Mndt> 

		46		</MndtAuthReq> 

		47		</Document>
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NPCI Mandate Request to Bank

		Merchant Site Mandate Authorization Initiation Input Format														Back to Index

		Sr. No		XML 		Field Description		Mandatory/Optional		Field Type		Max Length		Remark

		1		<?xml version="1.0" encoding="UTF-8"?>

		2		<Document xmlns="http://npci.org/onmags/schema">

		3		 <MndtAuthReq> 		Message root		Mandatory

		4		 <GrpHdr> 		Group Header		Mandatory						Mandate Header Block

		5		      <NPCI_RefMsgId>000f0f29dc27f00000101b09c5227457f17</NPCI_RefMsgId> 		NPCI Message Identification		Mandatory		ALP NUM		35		Message ID for NPCI Reference

		6		      <CreDtTm>2017-02-09T15:12:39</CreDtTm> 		Creation Date Time		Mandatory		ALP NUM		25		Time in ISO Format

		7		<ReqInitPty>		Request Initiating Party		Mandatory						Party that initiates the mandate message. This is the block identifying the initiating party.This would refer to the Merchant / Corporate Initiating the Mandate Authorization request.

		8		      <Info>

		9		                <Id>HDFC00001123456789</Id>		Identification		Mandatory		ALP NUM		18		Corporate / Merchant Registration Code in NPCI

		10		<CatCode>COO1</CatCode>		Category		Mandatory		ALP NUM		4		Category under which mandate is created. This value is taken from the front end in Management-->Category-->List.

		11		<UtilCode>6543</UtilCode>		Identification		Mandatory		ALP NUM		4		Utility Code of Service Provider

		12		<CatDesc>Insurance Company</CatDesc>		Category Description		Mandatory		ALP NUM		50		Description of Category

		13		<Name>LIC</Name>		Name		Mandatory		ALP NUM		40		Name of the corporate

		14		<Spn_Bnk_Nm></Spn_Bnk_Nm>		Sponsor Bank Name		Mandatory		ALP NUM		140		Corporate Sponsor Bank Name

		15		      </Info>

		16		</ReqInitPty>

		17		</GrpHdr> 

		18		 <Mndt> 				Mandatory						Mandate Details Root

		19		    <MndtReqId>000f0f29dc27f00000101b09c52b8e50037</MndtReqId> 		Mandate Request  Identification 		Mandatory		ALP NUM		35		Merchant / Corporate's unique internal identification reference for the mandate. This is usually the reference of the mandate in their internal system

		20		<MndtId>UMRN</MndtId>		UMRN		Mandatory		ALP NUM		20		UMRN Generated at NPCI for the Mandate Request

		21		<Mndt_Type>DEBIT</Mndt_Type>		Mandate Type		Mandatory		ALP		35		Should be DEBIT

		22		<Schm_Nm>ABC123<Schm_Nm>		Schemd Name		Optional		ALP NUM		20		Scheme Name

		23		 <Ocrncs> 				Mandatory						Set of elements used to provide details of the duration of the mandate and occurrence of the underlying transaction

		24		     <SeqTp>RCUR</SeqTp> 				Mandatory		ALP NUM		4		Identifies the underlying transaction sequence as either recurring or one-off. Values must be "RCUR" or "OOFF"

		25		     <Frqcy>MNTH</Frqcy> 				Optional		ALP NUM		4		Regularity with which instructions are to be created and processed.  Frequency codes accepted are 
Adho= Adhoc, INDA= Intra Day, DAIL => Daily,Week=> Weekly, MNTH => Monthly, QURT=>Quaterly, MIAN=> Semi annually, YEAR +> Yearly,BIMN=> Bi-Monthly, QURT= Quarterly

		26		<FrstColltnDt>2017-04-05</FrstColltnDt>				Optional		ALP NUM		16		Date of the First/final collection of a direct debit as per the mandate. This field is in ISODate Format ,This field will include optional timezone +5:30.
Ex: With timeZone     <FnlColltnDt>2012-05-17+05:30</FnlColltnDt> 
Without time zone <FnlColltnDt>2012-05-17</FnlColltnDt> 

		27		<FnlColltnDt>2018-03-05</FnlColltnDt>				Optional		ALP NUM		16

		28		</Ocrncs> 

		29		 <ColltnAmt Ccy="INR">1200</ColltnAmt>		Collection Amount		Optional		ALP NUM		13		Amount to be collected from the debtor's account

		30		<MaxAmt Ccy="INR">1200</MaxAmt>		Maximum Amount		Optional		ALP NUM		13		Maximum amount that may be collected from the debtor's account, per instruction

		31		<Dbtr> 		Debtor								Debtor Information

		32		   <Nm>AADDD</Nm> 		Name		Mandatory		ALP NUM		40		Name of the Debtor

		33		<AccNo>ACNo78912340</AccNo>		AccNO		Mandatory		ALP		40		Account Number of Debtor

		34		<Acct_Type>SAVINGS</Acct_Type>		Customer Account Type		Mandatory		ALP		35		Either of CURRENT or SAVINGS

		35		<Cons_Ref_No>XXX123</Cons_Ref_No>		Consumer Reference Number		Optional		ALP NUM		20

		36		<Phone>+91-XXX-XXXXXXXX</Phone>		Customer Phone Number		Optional		ALP NUM		34		This should be given in the format +91-xxx-xxxxxxx. +91- is mandatory.

		37		<Mobile>+91-XXXXXXXXXX</Mobile>		Customer Mobile Number		Optional		ALP NUM		34		This should be given in the format +91-xxxxxxxxxx. +91- is mandatory

		38		<Email>XX@XX.COM</Email>		Customer Email		Optional		ALP NUM		50		Should be in valid Email ID Format

		39		<Pan>XXXXX9999X</Pan>		Customer PAN		Optional		ALP NUM		27		Should be in valid PAN Format

		40		</Dbtr> 

		41		<CrAccDtl> 		Creditor								Creditor Information

		42		   <Nm>ABC India Limited</Nm> 		Name		Mandatory		ALP NUM		140		Name of Service Provider. Only alphabets or spaces accepted

		43		<AccNo>ACNo78912340</AccNo>		AccNO		Mandatory		ALP NUM		40

		44		<MmbId>HDFC0000001</MmbId>		Creditor Account		Mandatory		ALP NUM		11		IFSC/MICR/IIN code of the instructing agent 

		45		</CrAccDtl>

		46		</Mndt> 

		47		</MndtAuthReq> 

		48		</Document>
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Response from Bank to NPCI

		Destination Bank Reponse Format														Back to Index

		Sr. No		XML 		Field Description		Mandatory/Optional		Field Type		Max Length		Remark

		1		<?xml version="1.0" encoding="UTF-8"?>

		2		<Document xmlns="http://npci.org/onmags/schema">

		3		 <MndtAccptResp> 		Message root		Mandatory

		4		 <GrpHdr> 		Group Header		Mandatory						Mandate Header Block

		5		      <MsgId>000f0f29dc27f00000101b09c5227457f17</MsgId> 		Message Identification		Mandatory		ALP NUM		35		This is a reference generated by the bank to identify the response message. Should be unique for the day for a Bank

		6		<CreDtTm>2017-02-09T15:13:39</CreDtTm>		Creation Date Time		Mandatory		ALP NUM		25		Time in ISO Format

		7		<ReqInitPty></ReqInitPty>		Request Initiating Party		Mandatory		ALP NUM		18		This will refer to the Bank Short Code

		8		</GrpHdr> 

		9		<UndrlygAccptncDtls>

		10		<OrgnlMsgInf>

		11		<MndtReqId>000f0f29dc27f00000101b09c52b8e50037</MndtReqId>		Message Identification		Mandatory		ALP NUM		35		Mandate Request ID should be same  as the MndtReqId send in the original request to Bank

		12		<NPCI_RefMsgId>000f0f29dc27f00000101b09c5227457f17</NPCI_RefMsgId> 		NPCI Message Identification		Mandatory		ALP NUM		35		Message ID for NPCI Reference in the original request

		13		<CreDtTm>2017-02-09T15:11:39</CreDtTm>		Merchant Request Creation Date Time		Mandatory		ALP NUM		25		Merchant Request Creation Date Time

		14		<MsgNmId>pain.009.001.01</MsgNmId>				Optional						Both the Tag & Value are optional.

		15		</OrgnlMsgInf>

		16		<AccptncRslt>		Acceptance Result		Mandatory

		17		   <Accptd>false</Accptd>		Accepted		Mandatory		ALP NUM		5		Indicates whether the mandate request was accepted or rejected. Values true or false

		18		<AccptRefNo>22132232</AccptRefNo>		Acceptance Reference Number		Mandatory		ALP NUM		34		Will be non-empty if accptd is true. Should be unique for the Bank. If accptd is false empty value can be provided. 

		19		   <RjctRsn>		Reject Reason		Mandatory

		20		   <ReasonCode>1022</ReasonCode>		Reject Reason Code		Mandatory		ALP NUM		5		If acceptance is false ,reason code of rejection is displayed here. Reason code should be as per master provided by NPCI.

		21		<ReasonDesc>Invalid Authentication </ReasonDesc>		Reject Reason Description		Mandatory		ALP NUM		50		Mandatory if <Accptd> value is false. Reason Description should match the Reason Code specified by NPCI. 

		22		<RejectBy>Bank</RejectBy>				Mandatory		ALP NUM		10		Mandatory if <Accptd> value is false. Should be either of “Bank” or “User”

		23		</RjctRsn>

		24		<DBTR>				Optional

		25		<IFSC>ICIC1200445</IFSC>		IFSC of the destination bank		Optional		ALP NUM		11		Mandatory if  <Accptd> tag value is true. Should be IFSC of the destination bank

		26		</DBTR>

		27		</AccptncRslt>

		28		</UndrlygAccptncDtls>

		29		</MndtAccptResp>

		30		</Document>
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Response from NPCI to Merchant

		Destination Bank Reponse Format														Back to Index

		Sr. No		XML 		Field Description		Mandatory/Optional		Field Type		Max Length		Remark

		1		<?xml version="1.0" encoding="UTF-8"?>

		2		<Document xmlns="http://npci.org/onmags/schema">

		3		 <MndtAccptResp> 		Message root		Mandatory

		4		 <GrpHdr> 		Group Header		Mandatory						Mandate Header Block

		5		      <MsgId>000f0f29dc27f00000101b09c5227457f17</MsgId> 		Message Identification		Mandatory		ALP NUM		35		This is a reference generated by NPCI to identify the response message.

		6		  <CreDtTm>2017-02-09T15:14:39</CreDtTm>		Creation Date Time		Mandatory		ALP NUM		25		Time in ISO Format

		7		<ReqInitPty></ReqInitPty>		Request Initiating Party		Mandatory		ALP NUM		18		Value will be "NPCI'

		8		</GrpHdr> 

		9		<UndrlygAccptncDtls>

		10		<OrgnlMsgInf>

		11		<MndtReqId>000f0f29dc27f00000101b09c52b8e50037</MndtReqId>		Message Identification		Mandatory		ALP NUM		35		Mandate Request ID should be same  as the MndtReqId send in the original request to Bank

		12		<NPCI_RefMsgId>000f0f29dc27f00000101b09c5227457f17</NPCI_RefMsgId> 		NPCI Message Identification		Mandatory		ALP NUM		35		Message ID for NPCI Reference in the original request

		13		<MndtId>UMRN</MndtId>		UMRN		Mandatory		ALP NUM		20		UMRN Generated at NPCI for the Mandate Request

		14		<CreDtTm>2017-02-09T15:11:39</CreDtTm>		Merchant Request Creation Date Time		Mandatory		ALP NUM		25		Merchant Request Creation Date Time

		15		</OrgnlMsgInf>

		16		<AccptncRslt>		Acceptance Result		Mandatory

		17		   <Accptd>false</Accptd>		Accepted		Mandatory		ALP NUM		5		Indicates whether the mandate request was accepted or rejected. Values true or false

		18		<AccptRefNo>22132232</AccptRefNo>		Acceptance Reference Number		Mandatory		ALP NUM		34		Will be non-empty if accptd is true.  If accptd is false empty value can be provided. 

		19		   <RjctRsn>		Reject Reason		Mandatory

		20		   <ReasonCode>1022</ReasonCode>		Reject Reason Code		Mandatory		ALP NUM		5		If acceptance is false ,reason code of rejection is displayed here. Reason code should be as per master provided by NPCI.

		21		<ReasonDesc>Invalid Authentication </ReasonDesc>		Reject Reason Description		Mandatory		ALP NUM		50		Mandatory if <Accptd> value is false. Reason Description should match the Reason Code specified by NPCI. 

		22		<RejectBy>Bank</RejectBy>				Mandatory		ALP NUM		10		Mandatory if <Accptd> value is false. Should be either of “Bank” or “User” or "NPCI"

		23		</RjctRsn>

		24		<DBTR>				Optional

		25		<IFSC>ICIC1200445</IFSC>		IFSC of the destination bank		Optional		ALP NUM		11		Mandatory if  <Accptd> tag value is true. Should be IFSC of the destination bank

		26		</DBTR>

		27		</AccptncRslt>

		28		</UndrlygAccptncDtls>

		29		</MndtAccptResp>

		30		</Document>
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ErrorXML Resp from Bank to NPCI

		Destination Bank Reponse Format														Back to Index

		Sr. No		XML 		Field Description		Mandatory/Optional		Field Type		Max Length		Remark

		1		<?xml version="1.0" encoding="UTF-8"?>

		2		<Document xmlns="http://npci.org/onmags/schema">

		3		 <MndtRejResp> 		Message root		Mandatory

		4		 <GrpHdr> 		Group Header		Mandatory						Group Header

		5		      <MsgId>000f0f29dc27f00000101b09c5227457f17</MsgId> 		Message Identification		Mandatory		ALP NUM		35		This is a reference generated by Bank to identify the response message.

		6		  <CreDtTm>2017-02-09T15:14:39</CreDtTm>		Creation Date Time		Mandatory		ALP NUM		25		Time in ISO Format

		7		<ReqInitPty></ReqInitPty>		Request Initiating Party		Mandatory		ALP NUM		18		This will refer to the Bank Short Code

		8		</GrpHdr> 

		9		<OrigReqInfo>

		10		<NPCI_RefMsgId></NPCI_RefMsgId>		NPCI Message Identification		Optional		ALP NUM		35		Message ID for NPCI Reference in the original request

		11		MndtReqId></MndtReqId>		Message Identification		Optional		ALP NUM		35		Mandate Request ID should be same  as the MndtReqId send in the original request to Bank

		12		<CreDtTm>2017-02-09T15:14:39</CreDtTm>		Merchant Request Creation Date Time		Optional		ALP NUM		25		Merchant Request Creation Date Time

		13		</OrigReqInfo>

		14		<MndtErrorDtls>

		15		<ErrorCode>2022</ErrorCode>		Failure Error Code		Mandatory		ALP NUM		5

		16		 <ErrorDesc>Invalid XML Request</ErrorDesc>		Failure Error Description		Mandatory		ALP NUM		50

		17		 <RejectBy>BANK</RejectBy>										Will be either of Bank or User

		18		</MndtErrorDtls>

		19		</MndtRejResp> 

		20		</Document>
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Error XML Resp from NPCI to Mer

		Destination Bank Reponse Format														Back to Index

		Sr. No		XML 		Field Description		Mandatory/Optional		Field Type		Max Length		Remark

		1		<?xml version="1.0" encoding="UTF-8"?>

		2		<Document xmlns="http://npci.org/onmags/schema">

		3		 <MndtRejResp> 		Message root		Mandatory

		4		 <GrpHdr> 		Group Header		Mandatory						Group Header

		5		      <MsgId>000f0f29dc27f00000101b09c5227457f17</MsgId> 		Message Identification		Mandatory		ALP NUM		35		This is a reference generated by NPCI to identify the response message.

		6		  <CreDtTm>2017-02-09T15:14:39</CreDtTm>		Creation Date Time		Mandatory		ALP NUM		25		Time in ISO Format

		7		<ReqInitPty></ReqInitPty>		Request Initiating Party		Mandatory		ALP NUM		18		Value will be "NPCI'

		8		</GrpHdr> 

		9		<OrigReqInfo>

		10		<NPCI_RefMsgId></NPCI_RefMsgId>		NPCI Message Identification		Optional		ALP NUM		35		Message ID for NPCI Reference in the original request

		11		MndtReqId></MndtReqId>		Message Identification		Optional		ALP NUM		35		Mandate Request ID should be same  as the MndtReqId send in the original request to Bank

		12		<CreDtTm>2017-02-09T15:14:39</CreDtTm>		Merchant Request Creation Date Time		Optional		ALP NUM		25		Merchant Request Creation Date Time

		13		</OrigReqInfo>

		14		<MndtErrorDtls>

		15		<ErrorCode>2022</ErrorCode>		Failure Error Code		Mandatory		ALP NUM		5

		16		 <ErrorDesc>Invalid XML Request</ErrorDesc>		Failure Error Description		Mandatory		ALP NUM		50

		17		 <RejectBy>BANK</RejectBy>										Will be either of Bank or User or NPCI

		18		</MndtErrorDtls>

		19		</MndtRejResp> 

		20		</Document>



Public -  	


../../../karthik.ganesan_tcs/AppData/AppData/Users/tcs.01HW410952/AppData/Local/Users/tcs.01HW410952/AppData/Local/Temp/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Users/tcs.01HW410952/AppData/Local/Users/tcs.01HW410952/AppData/Local/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/Documents%20and%20Settings/112728/Local%20Settings/203315/Desktop/l%20%22../../../karthik.ganesan_tcs/AppData/AppData/Users/tcs.01HW410952/AppData/Local/Users/tcs.01HW410952/AppData/Local/Temp/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Users/tcs.01HW410952/AppData/Local/Users/tcs.01HW410952/AppData/Local/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/Documents%20and%20Settings/112728/Local%20Settings/203315/Desktop/l%20%22../../../karthik.ganesan_tcs/AppData/AppData/Users/tcs.01HW410952/AppData/Local/Users/tcs.01HW410952/AppData/Local/Temp/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Users/tcs.01HW410952/AppData/Local/Users/tcs.01HW410952/AppData/Local/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/Documents%20and%20Settings/112728/Local%20Settings/203315/Desktop/l%20%22


image7.emf
Request Response  Files_V7.zip


Request Response Files_V7.zip


Request Response Files_V7/Error XML Resp from NPCI to Merchant.xml

 
 
		 
			 000f0f29dc27f00000101b09c5227457f17
			 2017-02-09T15:13:39
			 NPCI3456789
		
		 
			 000f0f29dc27f00000101b09c5227457f17
			 000f0f29dc27f00000101b09c52b8e50037			
			 2017-02-09T15:14:39
		
    
       2022
       Invalid XML Request
       NPCI
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Request Response Files_V7/ErrorXML Resp from Bank to NPCI.xml

 
 
		 
			 000f0f29dc27f00000101b09c5227457f17
			 2017-02-09T15:13:39
			 SBI1123456789
		
		 
			 000f0f29dc27f00000101b09c5227457f17
			 000f0f29dc27f00000101b09c52b8e50037			
			 2017-02-09T15:14:39
		
    
       2022
       Invalid XML Request
       BANK
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          000f0f29dc27f00000101b09c5227457f17
          2017-02-09T15:11:39
          
             
                HDFC00001123456789
                COO1
                6543
                Insurance Company
                LIC
			    State Bank Of India
            
         
      
       
          000f0f29dc27f00000101b09c52b8e50037
 		  DEBIT
		  ABC123
          
             RCUR
             MNTH
             2017-04-05
             2018-03-05
         
          1200
          1200
		 
			 FAIROSE
			 ACNo123456
			 SAVINGS
			 XXX123
			 +91-XXX-XXXXXXXX
			 +91-XXXXXXXXXX
			 XX@XX.COM
			 XXXXX9999X
				 
          
             ABC India Limited
             ACNo78912340
             HDFC0000001
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Request Response Files_V7/NPCI Mandate Request to Bank.xml

 
	 
		 
			 000f0f29dc27f00000101b09c5227457f17
			 2017-02-09T15:12:39
			 
				 
					 HDFC00001123456789
					 COO1
					 6543
					 Insurance Company
					 LIC
					 State Bank Of India
				
			
		
		 
			 000f0f29dc27f00000101b09c52b8e50037
			 UMRN
			 DEBIT
			 ABC123			
			 
				 RCUR
				 MNTH
				 2017-04-05
				 2018-03-05
			
			 1200
			 1200
			 
				 FAIROSE
				 ACNo123456
				 SAVINGS
				 XXX123
				 +91-XXX-XXXXXXXX
				 +91-XXXXXXXXXX
				 XX@XX.COM
				 XXXXX9999X			
				
			 
				 ABC India Limited
				 ACNo78912340
				 HDFC0000001
			
		
	







Request Response Files_V7/NPCI Mandate Request to Bank.XSD

 
   
     
       
         
           
             
               
                 
                   
                     
                     
                     
                       
                         
                           
                             
                               
                                 
                                 
                                 
                                 
                                 
                                 
                              
                            
                          
                        
                      
                    
                  
                
              
               
                 
                   
                     
                     
                     
                     
                     
                       
                         
                           
                           
                           
                           
                        
                      
                    
                     
                       
                         
                           
                             
                          
                        
                      
                    
                     
                       
                         
                           
                             
                          
                        
                      
                    
                     
                       
                         
                           
                           
                           
                           
                           
                           
                           
                           
                        
                      
                    
                     
                       
                         
                           
                           
                           
                        
                      
                    
                  
                
              
            
          
        
      
    
  







Request Response Files_V7/Response from Bank to NPCI.xml

 
	 
		 
			 000f0f29dc27f00000101b09c5227457f17
			 2017-02-09T15:13:39
			 SBI1123456789
		
		 
			 
				 000f0f29dc27f00000101b09c52b8e50037
				 000f0f29dc27f00000101b09c5227457f17
				 2017-02-09T15:11:39
				 pain.009.001.01
			
			 
				 false
				 22132232
				 
					 9876543210
					 ReasonForRejection
					 BANK					
				
				 
					 ICIC1200445
								
			
		
	







Request Response Files_V7/Response from Bank to NPCI.XSD
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				 false
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					 BANK	
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Error_codes.xlsx
error_code_Bank

		Error Code		Error Description

		252		Bank xmlns is empty or incorrect 

		253		Bank Response type is not available or empty

		254		Bank Check sum is not available or empty

		255		Bank Mandate request document is incorrect

		256		Bank id not available or empty

		257		Error in decrypting Accepted value

		258		Error in decrypting Accepted Ref  Number

		259		Error in decrypting Reason Code

		260		Error in decrypting Reason Discription

		261		Error in decrypting Rejected By

		263		Error code not available in Error Xml

		264		Error description not available in Error Xml

		265		Rejected By not available in Error Xml

		266		Mandate Error Resp not available in Error Xml

		267		CheckSum validation failed

		268		Bank UndrlygAccptncDtls not available

		269		Bank GrpHdr empty or not available

		270		Bank MsgId empty or incorrect

		271		Bank CreDtTm empty or incorrect

		272		Bank ReqInitPty empty or incorrect

		273		Bank OrgnlMsgInf not available

		274		Bank MndtReqId empty or incorrect

		275		Bank UndrlygAccptncDtls CreDtTm empty or incorrect

		276		Bank  Accptd empty

		277		Bank AccptRefNo empty or incorrect

		278		Bank RjctRsn not available

		279		Bank RjctRsn ReasonCode not empty

		280		Bank RjctRsn ReasonDesc not empty

		281		Bank RjctRsn RejectBy not empty

		282		Bank RjctRsn ReasonCode empty or incorrect

		283		Bank RjctRsn ReasonDesc empty or incorrect

		284		Bank RjctRsn RejectBy empty or incorrect

		285		Bank Certificate  not found

		287		Bank RespType is incorrect

		288		Bank GrpHdr missing some tags

		289		Bank UndrlygAccptncDtls missing some tags

		290		Bank OrgnlMsgInf missing some tags

		291		Bank IFSC tag is missing

		292		Bank DBTR not available

		293		Bank AccptncRslt not available

		294		Bank RjctRsn missing  some tags

		295		Bank ManReqDoc not available or empty

		296		Bank Accptd type incorrect

		297		Bank Signature not available 

		298		Bank Signature Digest algorithm incorrect

		299		Bank Signature validation failed

		300		Bank Signature algorithm incorrect

		262		Bank NPCI Ref id empty or incorrect

		301		BankId not in approved list

		302		Bank MsgId is duplicate

		303		Bank Accepted Ref number is duplicate

		286		Bank  IFSC Code empty or incorrect

		306		Bank Mandate id is duplicate

		307		Bank NPCI Ref id not valid

		308		Bank Reason code and description not in approved list

		470		Bank Mndt ReqId not same as NpciReq

		471		Bank NpciRefId not same as NpciReq

		251		INVALID BANK RESPONSE RECEIVED

		473		BNK_INVALID_ID

		474		BANK_RET_ERROR_XML

		475		Invalid JSON Structure

		479		Bank Invalid XML structure































error_code_Merchant

		Error Code		Error Description

		151		Merchant Xmlns name empty or incorrect 

		152		Merchant MsgId empty or incorrect

		153		Merchant CreDtTm empty or incorrect

		154		Merchant ReqInitPty Id empty or incorrect

		155		Merchant CatCode empty or incorrect

		156		Merchant UtilCode empty or incorrect

		157		Merchant CatDesc empty or incorrect

		158		Merchant ReqInitPty name empty or incorrect

		159		Merchant MndtReqId empty or incorrect

		160		Merchant SeqTp empty or incorrect

		161		Merchant Frqcy empty or incorrect

		162		Merchant FrstColltnDt empty or incorrect

		163		Merchant FnlColltnDt empty or incorrect

		168		Merchant Creditor name empty or incorrect

		169		Merchant Creditor Acc No empty or incorrect

		170		Merchant Creditot MmbId empty or incorrect

		171		Merchant MnadateReqId empty or incorrect

		172		Merchant Creditor Acc No empty

		173		Merchant Info not available

		174		Merchant ReqInitPty not available

		175		Merchant Creditor Acc Details not available

		176		Merchant GrpHdr not available

		177		Merchant Mndt not available

		178		Merchant MndtAuthReq empty or not available

		179		Merchant CheckSum validation failed

		180		Merchant Signature validation failed

		181		Error in decrypting Creditor Acc No 

		182		Error in decrypting FrstColltnDt

		183		Error in decrypting FnlColltnDt

		184		Error in decrypting ColltnAmt

		185		Error in decrpting MaxAmt 

		186		Merchant Invalid request

		187		Merchant Id empty or incorrect

		188		Merchant ManReqDoc incorrect

		189		Merchant CheckSum empty or not available

		190		Merchant Signature not found

		191		Merchant GrpHdr missing some tag

		192		Merchant ReqInitPty missing some tag

		193		Merchant Mndt missing some tag

		194		Merchant CrAccDtl missing some tag

		195		Merchant Certificate not found

		196		Merchant Signature algorithm incorrect

		197		Merchant Signature Digest algorithm incorrect

		198		Merchant first date is after final date

		199		Merchant CrAccDtl not available

		200		Merchant first date not available

		201		Merchant final date not available

		202		Merchant first date empty

		203		Merchant final date empty

		204		Merchant ManReqDoc empty not available

		206		Merchant ColltnAmt and MaxAmt empty

		207		Merchant ColltnAmt and MaxAmt exist

		205		MerchantId not in approved list

		167		Merchant MaxAmt empty or incorrect

		165		Merchant ColltnAmt empty or incorrect

		164		Merchant ColltnAmt ccy type empty or incorrect

		166		Merchant MaxAmt ccy type empty or incorrect

		500		Error in decrypting Phone Number

		501		Error in decrypting Mobile Number

		502		Error in decrypting Email ID

		503		Error in decrypting Pan

		504		Customer Phone number empty or incorrect

		505		Customer Mobile number empty or incorrect

		506		Customer Email Id empty or incorrect

		507		Customer Pan number empty or incorrect

		508		Invalid Scheme Number

		509		Invalid Consumer Reference Number

		510		Invalid Sponsor Bank Name

		511		Invalid Mandate Type

		512		Invalid Account Type

		208		Merchant Catcode not in approved list

		209		Merchant MsgId is duplicate 

		210		Merchant Frequency type is invlid

		211		Merchant Sequence type is invlid

		212		Merchant Cat Description is not approved list

		213		Merchant UtilCode is not in approved list

		214		Merchant Req Pay ID not in approved list

		215		Merchant Creditor Acc Details name not in approved list

		216		Merchant Occurences is empty

		217		Merchant Debitor name empty or incorrect

		218		Merchant Debitor Account number empty or incorrect

		219		Merchant Debitor is missing some tags

		220		Merchant Debitor Acc No empty

		221		Merchant Debitor Acc  not available

		222		Merchant Creditor and Debitor account number is same

		234		Merchant Creditor account number is not approved list

		223		Merchant info id , util and creditor accont number  are not equals

		235		Merchant Mandate ID is duplicate

		236		Merchant Debitor Account number decrypt Error

		237		Merchant Decrypt Error

		239		Merchant Bank id not in approved list

		238		Merchant Bank id not available 

		240		Merchant Bank debit flag error

		472		INVALID AUTHMODE RECEIVED

		477		SPNBANK_NOT_CERT

		478		DESTBANK_NOT_CERT

		476		Sponsor Bank Not in Approved List for Corporate
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Bank_reject_reasoncode.xlsx
bank_reason_Code

		reason_code_id		reason_description

		AP04		Account Inoperative

		AP05		No such account

		AP06		Not a CBS act no.or old act no.representwithCBS no

		AP07		Refer to the branch_KYC not completed

		AP27		Invalid frequency

		AP26		Withdrawal stopped owing to lunacy of account hold

		AP25		Withdrawal stopped owing to insolvency of account

		AP23		Rejected as per customer confirmation

		AP22		Payment stopped by court order

		AP21		Payment stopped by attachment order

		AP20		Mandate registration not allowed for PPF account

		AP19		Mandate registration not allowed for PF account

		AP18		Mandate registration not allowed for CC account

		AP17		Mandate Not Registered_NRE Account

		AP16		Mandate Not Registered_Minor Account

		AP15		Mandate Not Registered_ not maintaining req balanc

		AP14		Invalied User Credentials

		AP13		Invalid monthly EMI amount.Full loan amt mentioned

		AP12		Amount of EMI more than limit allowed for the acct

		AP11		Authentication Failed

		AP10		Amount Exceeds E mandate Limit

		AP09		Account type in mandate is different from CBS

		AP08		Account Holder Name Mismatch with CBS

		0		N/A

		AP28		Mandate Registration Failed

		AP01		Account blocked

		AP02		Account closed

		AP03		Account frozen

		AP29
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API E-Mandate – Bank page design for net banking authentication 


Customer information page 


 


 


Internet banking login page 


 


 Actual banks internet banking login page 


 


 


 


Account number


Mandate issued to Corporate name


Start date DD/MM/YYYY


End date DD/MM/YYYY


Frequency Monthly/Quarterly/Half yearly


Amount in figures Paisa


Amount in words To be populated by bank


Purpose of mandate As per NPCI category


Proceed Cancel


Rupee


<Bank logo>


Dear Customer,


Your in the process of registration of a E-Mandate. Please 


click "proceed" to initiate mandate registration process if the 


below mentioned fields are correct


Mandate details


Customer account number







 


Mandate authorisation page  


 


<Bank logo>


Welcome Mr/Ms/Mrs. <Customer name>


Mandate issued to Corporate name


Start date DD/MM/YYYY


End date DD/MM/YYYY


Frequency Monthly/Quarterly/Half yearly


Amount in figures Paisa


Amount in words To be populated by bank


Purpose of mandate As per NPCI category


Disclaimer/ Terms and conditions (bank)


Generate OTP


Enter OTP


Approve mandate Reject Mandate


This is to confirm that the declaration has been carefully read, understood & made by me/us. I am authorising the user 


entity/ corporate to debit my account, based on the instructions as agreed and authorised by me.


I have understood that I am authorised to cancel/amend this mandate by appropriately communicating the cancellation / 


amendment request to the user entity/ corporate or the bank where I have authorised the debit


Resend OTP


Mandate details


Rupee


<Banks use> This area can be used by the bank for their promotional message, other related information 


Please verify the details below to set up the mandate. In case of any discrepancy found you may cancel 


the registration process.


Account number







 


Rejection confirmation 


 


Final confirmation 


 


For clarifications please write to xxxxxx@xxxx.xx or call xxxxxxxxxxx


< Bank Logo>


<Banks use> This area can be used by the bank for their promotional message, 


other related information 


Your E-Mandate registration is rejected due to << reason for rejection>> 


Mandate issued to Corporate name


Start date DD/MM/YYYY


End date DD/MM/YYYY


Frequency Monthly/Quarterly/Half yearly


Amount in figures Paisa


Amount in words To be populated by bank


Purpose of mandate As per NPCI category


< Bank Logo>


<Banks use> This area can be used by the bank for their promotional message, other related 


information 


Your E-Mandate registration is successfully completed. Your reference ID for E-


Mandate registration is XXXX.


In case of any issues/ query related to E-mandate registration you may 


write to xxxxxx@xxxx.xx or call xxxxxxxxxxxxx


Rupee
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API E-Mandate – Bank page design for debit card authentication 


Login page 


 


 


 


 


Account number


Mandate issued to Corporate name


Start date DD/MM/YYYY


End date DD/MM/YYYY


Frequency Monthly/Quarterly/Half yearly


Amount in figures Paisa


Amount in words To be populated by bank


Purpose of mandate As per NPCI category


Card number


Expiry date


CVV


Proceed Cancel


<Bank logo>


Dear Customer,


Your in the process of registration of an E-Mandate. Please 


enter your card details to approve the mandate registration if 


the below mentioned fields are correct


Mandate details


Customer account number


Rupee


<Banks use> This area can be used by the bank for their 


promotional message, other related information 







 


Mandate authorisation page – option 1 (Banks having own set up for verification – 


optional) 


 


<Bank logo>


Welcome Mr/Ms/Mrs. <Customer name>


Mandate issued to Corporate name


Start date DD/MM/YYYY


End date DD/MM/YYYY


Frequency Monthly/Quarterly/Half yearly


Amount in figures Paisa


Amount in words To be populated by bank


Purpose of mandate As per NPCI category


Rupee


Mandate details


<Banks use> This area can be used by the bank for their promotional message, other related information 


Please verify the details below to set up the mandate. In case of any discrepancy found you may cancel 


the registration process.


Account number


Generate OTP


Enter OTP


This is to confirm that the declaration has been carefully read, understood & made by me/us. I am authorising the user 


entirety/ corporate to debit my account, based on the instructions as agreed and authorised by me.


I have understood that I am authorised to cancel/amend this mandate by appropriately communicating the cancellation / 


amendment request to the user entity/ corporate or the bank where I have authorised the debit


Approve mandate Reject Mandate


Disclaimer/ Terms and conditions (bank)


Resend OTP







 


 


Mandate authorisation page – option 2 (Banks coming through payment gateway) 


 


Rejection confirmation 


 


 


 


 


 


 


 


 


 


 


 


 


 


<Bank logo>


Resend OTP


Enter OTP


Submit Cancel


For clarifications please write to xxxxxx@xxxx.xx or call xxxxxxxxxxx


< Bank Logo>


<Banks use> This area can be used by the bank for their promotional message, 


other related information 


Your E-Mandate registration is rejected due to << reason for rejection>> 







 


 


Final confirmation 


 


 


 


 


 


 


 


 


 


Mandate issued to Corporate name


Start date DD/MM/YYYY


End date DD/MM/YYYY


Frequency Monthly/Quarterly/Half yearly


Amount in figures Paisa


Amount in words To be populated by bank


Purpose of mandate As per NPCI category


< Bank Logo>


<Banks use> This area can be used by the bank for their promotional message, other related 


information 


Your E-Mandate registration is successfully completed. Your reference ID for E-


Mandate registration is XXXX.


In case of any issues/ query related to E-mandate registration you may 


write to xxxxxx@xxxx.xx or call xxxxxxxxxxxxx


Rupee
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API based E-Mandate implementation guidelines for Corporates 


 There should be a drop down option for the customer to select the bank, the customer 


should not enter IFSC code of the bank. 


 There should be a drop down option for selecting the mode of authorization. 


 In mandate origination screen provision should be made for capturing the account 


number twice i.e. the first time input should be masked and the second time input 


should be shown in clear text.   


 The first and second input of account number should be compared, if there is a 


mismatch the customer should be prompted to correct the entry and should not be 


allowed to proceed further. 


 There should be exhaustive list of pre-defined purposes for which the mandate is 


issued by the customer. The customer should be selecting the pre-defined option from 


drop down menu. 


 Once the customer submits a mandate a SMS should be sent to the customer in the 


standard format provided in Annexure I 


 After the registration / rejection of mandate also a SMS should be sent to the customer 


in the standard format provided in Annexure I 


 Corporate should set up customer grievance mechanism and publish the customer 


service contact details both telephone lines as well as e-mail id on the web page that 


is provided to capture the mandate details. 


 Provision should be given to the customer to cancel a mandate online.  


 Cancellation should be allowed to customer based on customer authentication either 


through OTP or login ID/ password or both.  


 Corporate should provide/ display entire information of the mandate before allowing 


the customer to navigate to cancellation option.  


 In case any mandate is cancelled (either by the customer himself or the destination 


bank) a SMS should be sent to the customer in the standard format provided in 


Annexure I. 


 Corporate should provide the details of all such cancelled mandates to sponsor bank 


for cancellation in NACH system. 


 Terms and conditions of mandate should be displayed in legible font before the submit 


button.  Customer should be provided with the check box to confirm their agreement 


with terms and conditions.   


 Mandate submit button should be enabled only when the customer tick mark the check 


box for terms and conditions. 







 


 There should be a provision for the customer to cancel the mandate 


registration request till the time of submission. 


 One day prior to the payment falling due corporate should send a SMS to the customer 


as per format provided in Annexure I. 


 Post the transaction is processed and response file received, corporate, depending on 


the success or failure of the debit transaction, should send SMS to customer as per 


the format provided in Annexure I. 


 Corporates should implement the standard page as per the format provided by NPCI - 


Annexure II. 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 







 


Annexure I 


1. SMS format  - when customer submits a mandates on corporate web page: 


You have initiated an E-Mandate registration with <<Corporate name>> for your account 


number ending <<last 4 digit of account number>> for <<purpose of mandate>> with 


<<weekly/monthly/half-yearly/yearly/as and when presented>> frequency. If you have not 


initiated the process of mandate registration, please call and report it to <<Toll free number>>. 


2. SMS format when customer E-Mandate is successfully registered/ rejected 


Registration 


Your E-Mandate registration request with <<corporate name>> for your account ending <<last 


4 digit of account number>> for <<purpose of mandate>> with <<weekly/monthly/half-


yearly/yearly/as and when presented>> frequency has been successfully completed. The 


mandate registration number is <<UMRN>>. If you have not initiated the process of mandate 


registration, please call and report it to <<Toll free number>>. 


Rejection 


Your E-Mandate registration request with <<corporate name>> for your account ending <<last 


4 digit account number>> for <<purpose of mandate>> has be rejected for the reason 


<<reason>>.  


3. SMS format for cancellation of mandate 


Your E-Mandate with mandate registration number <<UMR number>> registered with 


<<corporate name>> for your account ending <<last 4 digit account number>> for <<purpose 


of mandate>> has been cancelled with effective from <<cancellation date>>. 


4. SMS format for transactions alerts 


When transaction is due for collection 


Alert: Your payment relating to mandate registration number <<UMRN>> for <<Purpose of 


mandate>> with <<corporate name>> is due on <<Date>> for <<Rs.XXXX.XX>>. Please keep 


sufficient funds in your account <<last four digit of account number>>. 


Post transaction processing 


For successful transactions 


Your payment relating to mandate registration number <<UMRN>> for <<Purpose of 


mandate>> with <<corporate name>> has been successfully debited for <<Rs.XXXX.XX>> 


on <<date>> to your account number ending <<last for digit of account number>> with <<bank 


name>>. 


For returned transactions 


Your payment relating to mandate registration number <<UMRN>> for <<Purpose of 


mandate>> with <<corporate name>> for <<Rs.XXXX.XX>> has been returned on <<date>> 


by <<bank>> for the reason <<Return reason>> 


 


 


 







 


Annexure II – Corporate page 


Customer page


 


Name Title


Mobile number Code


Telephone number Code


E-Mail ID


Account type


Account number


Confirm account number


Amount Paisa


Start date


Frequency


Purpose of mandate


Bank


Authentication mode


Disclaimer/ Terms and conditions 


<Logo>


<Corporate use>


Your details


Mandate details


Savings account Current account


Customer name


Phone number


Customer account number (Masked)


Customer accout number (Match with above)


Phone number


Reset Next


As per NPCI category


Internet banking/ Debit card


Rupee


Monthly/Quarterly/Half yearly


End date Until cancelled


Fixed Amount Maximum Amount


Customer bank


DDMMYYYY DDMMYYYY







 


Summary page  


 


Name Title


Bank


Account type


Account number


Amount Paisa


Start date


End date


Frequency


Purpose of mandate


Corporate name


Utility number


Monthly/Quarterly/Half yearly


As per NPCI category


<Logo>


<Corporate use>


Customer bank


Mandate summary


Customer information


Customer name


Rupee


Customer bank account type


Customer account number


DD/MM/YYYY


DD/MM/YYYY


Note:  Your in the process of registration of a E-Mandate. Please proceed to continue the 


registration process. In case of any discrepancy found in the above mentioned fields you 


may cancel or go bank to edit the required fields.


Name of corporate


Utility number as per NPCI


Corporate information


Back Cancel Proceed







 


Final confirmation 


 


Name Title


Bank


Account type


Account number


Amount Paisa


Start date


End date


Frequency


Purpose of mandate


Corporate name


Utility number


Reference number


Monthly/Quarterly/Half yearly


<Logo>


<Corporate use>


Mandate summary


Customer bank


Customer name


Rupee


Customer bank account type


Customer account number


DD/MM/YYYY


DD/MM/YYYY


In case of any issues/ query related to E-mandate registration you may 


write to xxxxxx@xxxx.xx or call xxxxxxxxxxxxx


              Your E-Mandate registration is successfully completed. Your reference ID for E-


Mandate registration is XXXX.


As per NPCI category


Name of corporate


Utility number as per NPCI


Corporate reference number







 


Rejection confirmation 


 


For clarifications please write to xxxxxx@xxxx.xx or call xxxxxxxxxxx


< Logo>


<Corporate use> This area can be used by the bank for their promotional message, 


other related information 


Your E-Mandate registration is rejected due to << reason for rejection>> 
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